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AHanns saumuleHHOCTM
NPOMBbILUNIEHHbIX CACTEM

Kaspersky Industrial CyberSecurity — a10o pelwueHue, cocToduee ns cneunannanpoBaHHbIX TEXHOIOTNIA
nycnyr, npu3saHHoe 3alWnTUTb NPOMbILLUIEeHHbIe CUCTeMbl Ha Ka>kaoM ypOBHe, He co3aaBas I'IGPGGOEB
B paboTe n He HapyLuas TEXHONOrMYEeCKNiA npoLecc.

Y1061 NOMOYb OpraHN3auusiv B OLL,EHKE YPOBHS 3aLLMLLEHHOCTU NPOMBILLIEHHbIX CUCTEM OT aTak

Ha H$OPMaLMOHHBIE CUCTEMbI U 06BEKTBI NPON3BOACTBEHHO NHPpPaCTPYKTYphI, «JlabopaTopus
Kacnepckoro» npegnaraeTt cepB/C aHanusa 3allULLEHHOCTM B pamkax pelueHuns Kaspersky
Industrial CyberSecurity. C ero nomoubio npeanpusaTus MoryT y3HaTb 06 Hambonee ys3BMMbIX
06bekTax B UHGPACTPYKTYpPE N MOBbICUTb YPOBEHb 3aLLMTbl MPOMbILLIIEHHBIX CUCTEM B COOTBETCTBUM

C nony4YyeHHbIM peKomMmeHpgaunamMmn.

MpenmyuwecTea
«J1la6opatopumn Kacnepckoro»

«JlabopaTtopusi Kacnepckoro» — ogHa

13 HEMHOT X KOMMaHWii, obnafaroLmx
peanbHbIM OMbITOM 1 3HAHVSIMU B 061aCTW
3aLMTbl MPOMBILLIEHHBIX CUCTEM.

KomaHpa akcnepToB

no knbep6e30nacHOCTN MPOMbILLNIEHHbIX
npeanpusTUi, KoTopas cneumanmnsnpyeTcs
Ha 6e30MacHOCTM CUCTEM aBTOMAaTM3aLMN.
Bonee yem gecatuneTHwii onbIT
OBHapyXeHWs 1 aHanm3a KOMMIEKCHbIX
CNOXHbIX YrPO3 U LieneBbIX aTak, BKJiloyas
aTaku Ha KpUTUYHBbIE OB beKThI
NPOMBILLNEHHON MHGPACTPYKTYPbI.
YHuKanbHas MeTofvka novcka BeKTopos
aTak, CNoCobHbIX HAPYLINTb
NPOV3BOACTBEHHbIE MPOLLECCHI.
OB6LWNpPHBIN NpakTUYeCKMit onbIT

B paccnefoBaHny KOMMbOTEPHbIX
VHLUVAEHTOB U NMOWCKE YS3BUMOCTE
HYNIeBOrO HS.

MpakTnueckne n TeopeTnyeckne
nccnefoBaHns B 061acTu 3almnTbl
MPOMBILLNEHHBIX CUCTEM.

O peweHun

Kaspersky Industrial CyberSecurity —

3To BCeobbemioLLee peLleHune, cocToslee
13 CepPBUCOB U TEXHONOT A, NPeHa3Ha-
YEHHBIX [/15 3aLUNTbI OT BPELOHOCHbIX
nporpamm u knéepaTak, 06y4YeHUs 1 NoBbI-
LIEHWS OCBEAOMIIEHHOCTU, MOHUTOPUHra
NPOMBILLNIEHHbIX CETel, pearnpoBaHus

Ha MHLMOEHTb 6€30MacHOCTU U MHOTOro
apyroro. Takvim o6pa3om, Bbl MOXETE
nprobpecTn abCcontoTHO BCe HEOBXOANMbIE
KOMMOHEHTbI A5 3aLLUTbI NPOMBbILLIEHHbIX
CNCTEM Yy OAHOIO MOCTAaBLLMKA.

Ya3BumocTn B NMPOMDbILWIEHHbIX Cpeaax

Ya3BumocTb coBpemeHHbix ACY Tl nepen knbepaTtakamu Bbi3BaHa HECKONbKUMUA
npuyrHamun. Bo-nepBsbix, MCTOPMYECKN pa3pacTaloLLascs ceTeBas apxmTekTypa
CUCTEM, COCTOSILLLAs, Kak MPaBWIIo, U3 FeTEPOreHHbIX YCTPOMCTB, YCNOXHSIET
TEXHNYECKYIO NOALEPXKKY U NPOoLefypy YCTaHOBKUN akTyasbHbix 06HOBNEHMIA. [MonnTukn
1 MpaBuna Ncnonb30BaHUS Aaneko He Bcerga obecneunsaloT HEOOXOAVMbIN YPOBEHb
6e30MacHOCTM, MOCKONbKY TpebyeTcs 0b6ecneyumnTb BbICOKMIA YPOBEHb HEMPEPBLIBHOCTU
dYHKLMOHMPOBAHWS CUCTEMBI U YNPaBieHNS TEXHONOTMYECKUMM MPOLLECCaMMU.

BTopas npruvHa 3akno4aeTcs B KOPEHHOM OTINYUN MEXAY TUMOBBLIMU CLIEHAPUSMU
MCMOJIb30BaHMS MOXOXMX PeLLeHWii B TpaauLmnoHHol IT-cpene 1 NpoMbILLIEHHOM
nHdpacTpykType. MNpexae Bcero, Ans NPOMbILLNEHHbIX MPEANPUATIN BaXKHa
HenpepbIBHOCTb PaboTbl, MTO3TOMY UHOIAA CUCTEMbI PYHKLIMOHMPYIOT 6€3 YCTaHOBKM
OBHOBNEHUI A9 KOUTNUYECKUN BaXHbIX YSI3BUMOCTEN, MOCKO/IbKY OCTaHOBUTL paboTy
ACY Tl gaxe Ha KOPOTKOE BpeMs HEBO3MOXHO. BmecTe ¢ atum ACY Tl moryT
nocTpanaTb He TOMbKO OT ysa3BMMOCTel B 06bibHOM 10, Ho 1 B cneunanuanposaHHom MO
ons ACY TI. 3noymbllNeHHUKM MOTY T UICMOJIb30BaTh Takue, 4HacTo BCTpeyatoLwmecs
LNs CMeumnanianpoBaHHbIX MPOrpaMm ys3BMMOCTH, Kak nepenonHeHne Bydepa,
Mcnosb3oBaHre Hebe30nacHbLIX MPOTOKOIOB, COAEPXKALLMNECS B KOAE MAPONN U KIoUW,
ynpoLlleHHas npoLeaypa aBTopusauum 1 T. M.

KomBurHaums aTrx u MHorux apyrux daktopos genaet kaxagyto ACY Tl no-csoemy
yHUKanbHoii. Ytobbl o6ecneuntb 6esonacHocTs ACY TI, Heo6xoAM coBpeMeHHbIN
N METOR0SIOTMYECKM TOYHbIV MOAXOA, K BbISBEHUIO MOTEHLMANbHBIX YSI3BUMOCTEN

N yrpos.

Llenn cepBuca:

HesaBucrmas oueHka yCTOMUMBOCTU CUCTEM U NMPUIIOXEHWI K Hanbonee
pacnpocTpaHeHHbIM BAaM BHELLHNX aTak.

HesaBncrnmas oueHka cootBetcTBrs ACY Tl TpeboBaHMsSM HOPMaTUBHBIX
LoKyMeHTOB (B YacTHocTH, Npukady @CTIOK N2 31«06 yTeepxaeHn TpeboBaHwii

k obecrneyeHunto 3aWwnTbl MHPOPMAaLIMN B aBTOMATU3NPOBAHHbBIX CUCTEMAX
ynpaBneHys NPon3BOACTBEHHBLIMU U TEXHOMOrMYECKUMM NMPOLLECCaMm Ha KPUTUYECKM
Ba>XHbIX 06 bEKTaX...»).

PasBuTre cnctemsl ynpasnenns MHGopMaLMoHHo 6e30MacHOCTBIO 1 MOATOTOBKA
pekoMeHJaLmii No peanunsaumm KoMmaekca Mep, HanpasBeHHbIX Ha MOBbILLEHKe
ypoBHs 3awmweHHocT ACY Tr1.



[lns LOCTUXEeHUS MOCTaBNEHHbIX LIeNel B Xofe NpoBefeHns paboT peLlaoTcs
crnepylowme 3afavm:

NoeHTndurkaums o6bekToB 3alwmThl 1 oLeHka KputuiHocT ACY Tl 06bekToB 3awumThi.
Ob6cnepoBaHne BbIbpaHHbIX O6bEKTOB 3aLUNTHI.

MocTpoeHne YacTHOM MoAeny yrpo3, BK/OUaIOLLY IO MOAEb 3/10YMbILLUNEHHMKA

ona ACY TI.

AyouT 6esonacHocTu ACY Tl Ha ocHOBaHWM aHanm3a opraHN3auoOHHO-TEXHNYECKO
JOKYMEeHTaLmKW, BOKYMeHTaLmm, oTHocsiLweincs K VB, nHTepBblonpoBaHust OTBETCTBEHHOTO
nepcoHana, aHannsa koHourypauum ACY TI1, aHanmsa ncnonb3yemMoro CUCTEMHOMO
1 npvknagHoro MO Ha KoMNoHeHTax obbekTa 3aWwnThl U T. A.

AynunT 6e3onacHocTu noakntodeHunii cetn ACY Tk gpyrim nHdopmMaLMoHHbIM
cuctemam.

[NpoBeneHne NHCTPYMEHTaNbHOIrO TECTUPOBAHNS Ha NPOHMKHOBeHNe B ACY TI1.
PaspaboTka opraH3aLMOHHO-TEXHNYECKNX PEKOMEHAALNI MO NOBbILLEHNIO

ypoBHs Vb 1 pasBnTuio cucTemMbl ynpasneHns MHPOpMaLIMOHHOM 6e30MacHOCTbIO

Ha OCHOBaHVV NPOBEAEHHOIO TECTMPOBAHWS Ha NMPOHVKHOBEHME.

Yenyru «J1labopatopuu Kacnepckoro»
No aHanNu3y 3aLNLLEHHOCTH

OTtan 1. C6op nHpopmauum v aHanns foKyMeHTauumn

Ha nepBoHayanbHOM aTane ocylecTBAgeTCs aHanMa HeoBXOANMO AOKYMeHTaLnm
no o6bekTam 3alwmnTbl. B pamkax [aHHOro aTana Co3aaeTcs YacTHast MOLESb Yrpos,
BK/IOYatOLLAs MOLENb 3M10YMbILLNEHHNKE, HA OCHOBAHWN BHY TPEHHEN MeTOAVKN
NOCTPOEHNS MOLENN YTPO3 1 C y4eTOM TPpeBOoBaHNS UCNOMb3yeMbIX OTpacieBbiX
CTaHOapToB.

B cnyyae ecnv B Npon3BoACTBEHHYIO MHPPACTPYKTYPY BXOAAT HECKOJIbKO OOBEKTOB
3alUKWThbI, TO ONPELENnatoTCs HEOBXOAMMbIE KPUTEPUN 1 MeToAVKa 0TOopa 06beKkTOB
3aLUMTbI A5 NPOBEAEHNS aHaNN3a 3aLLNLLEHHOCTMW.

Mpw BbIGOpE KPUTEPMEB YUNTHIBAIOTCS Takne hakTopsl, Kak:

MacLuTab BO3MOXHOrO ylepba OT HapyLLUEHWS LUITaTHOMO pexnva
$yHkumoHnposarus ACY TI1 nnm HecaHKLMOHNPOBaAHHOIO BMeLLaTeNbCTBa

B npouecchl dyHKumoHmposaHus ACY TTT;

BO3MOXHBbI yLepb oT knbepaTakun Ha 06 bEKT MPON3BOACTBEHHOW MHPPa
CTPYKTYPbI, YUNTbIBAIOLLV NPSIMO GLHAHCOBbIN yLLep6, a TakKe npsamMble

N KOCBEHHbIE MOTEPW OT MPOCTOS 06BEKTA, BKIOYAs PEny TaLUMOHHbIe MOTepW.

MNonyyYeHHble KPUTEPUM MO3BONSIOT BbISIBUTL HAMBOEE KPUTUYHBIE O6EKTbI 3aLLNThI
cpenu Bcex 06bEKTOB MPOV3BOACTBEHHOMN MHGPACTPYKTYPbI.

Mo ntoram atana Bbl nonydvaete:

nnaH nposeneHns obcnenosarnsg ACY TIT;
YyacTHyto Mmogenb yrpos ACY TI1.

9tan 2. OuHoe o6cnepgoBaHue o6beKTa 3aLWNThI

B pamkax gaHHoro atana npon3BoOANTCS OYHOE 06CNeoBaHNe O6bEKTOB 3aLLNTbI
C LiefNbto BbIgBIEHNS MOTeHUManbHbix nabaHos B M6 ACY TI1.

Mo ntoram aTtana Bbl nony4vaete:

YTOUYHEHUS N AONONHEHNS B YaCTHON mogenu yrpos ACY TTT;

onncanne obbekToB ACY TrT;

onuvcaHue B3aumogeincTaung ob6bvekToB ACY Tl ¢ gpyrumu nHdopMaLMOHHbIMY
cucTemamMu UImn ceTaMu;

MPUVHSTbIE OPraHn3aLMOHHO-TeXHUYeckme Mepbl No obecneueHuio IB ACY TIT;
COCTaB UCMOJb3yeMbIX CPELACTB 3aWuUTbl MHPOPMALIN.



Otan 3. AyanT 6e3onacHOCTU NOAK/IOYEHUI ceTh
ACY TN k apyrum nHpopmMmaLNOHHbIM CUCTEMAaM

Ha aTom aTane nponsBoanTCs NonyyYeHre 1 aHanmns KOHPUrypaumii ak TMBHOFO CETEBOTO
0B60opynoBaHIS U CETEBbIX 9KPAHOB, NMOy4YeHre 1 aHanns koHdurypaumii APM onepaTtopos
1 nHxeHepos ACY T, HCTpyMeHTanbHas NpoBepka oLWMBOK KOHOUrypaLImmn ak TUBHOMO
CeTeBOro 060PYAOBaHWS 1 CETEBbIX 3KPaHOB. [1/19 MOATBEPXKAEHUS YA3BMMOCTEN 9KCNepThl
KICS npoBoasT MHCTpYMeHTasnbHYO NPOBEPKY OLLMBOK KOHGUMypaLmi.

Mo ntoram atana Bbl nony4yaeTe:

aKkTyarbHbIli NepeyeHb ceTeBbIX MapLupyToB Mexay ceTamu ACY TT1

N BHELLHUMUW CETAMU;

aKTyarbHbI NepeYeHb NCMOoMNb3yeMblX CETEBbIX MPOTOKoNoB B ceTnn ACY TI1
1 NPV B3aNMOAENCTBIMN C BHELUHMYW CETIMU;

nHdOopMaLMIO MO aKTyasbHbIM YSI3BMMOCTSM B KOHOUIypaLmn CETEBOrO
obopynoBaHusa 1 mapwpyTos cetn ACY Tr1.

OkenepTsl KICS MoryT 4ONonHWTENBHO NPOBECTY MOUCK CIEAOB BPEAOHOCHON aKTUBHOCTY
B MHPpPacTPyKType (B TOM YMCe LeNieHanpaBneHHbIX aTak) 1 CriefoB aTak 3a npegenamm

NHGPaCTPYKTYpbI.

Otan 4. MHcTpymeHTanbHbIA ayanT 6e3onacHocTn
otAaenbHbiXx KomnoHeHToB ACY TTI1

OkcnepThl «JlabopaTopun Kacnepckoro» ocyLLEeCTBASIOT MOUCK criabblx MecT

B cMcTeme 6e30MacHOCTY, B TOM YMC/E YSI3BUMOCTEW «HYNIEBOTO AHS»

B komnoHeHTax ACY TI. Ha ocHoBaHun flaHHOro aTana paboT pa3pabaTbiBatoTcs
pekoMeHaumm No MUHUMN3aLMM MOTEHLMANBHOTO yllepba OT HanaeHHbIX
yS13BUMOCTE O MOMEHTa BbiNycka Npon3BoanTensmy obuumanbHbix OGHOBNEHUIA.

Mo ntoram aTtana Bbl nony4vaete:

nepeyeHb HalAeHHbIX Cabblx MECT B cUCTeMe 6e30MacHOCTU 1 YSI3BUMOCTEN

B Mccnepyembix komnoHeHTax ACY Tl ¢ onncaHnem akcnnyaTauuu;

onuncaHve HeraTMBHOIrO BO3AENCTBUS Ha TEXHOMOrMYeCcKmne NpoLecchl

N MOTeHLManbHoro yllepba B ciyyae akcrnyaTaumm cnabbix MecT B 6€30MacHOCTM

1 HalOEeHHbIX YSI3BUMOCTEl B Uccrnenyembix komnoHeHTax ACY TrT;

nepeyveHb peKoMeHAaLMi Mo MHUMM3aLMK NOTEHLMANbHOTO yllepba oT HaliaeHHbIX
yS3BMMOCTENN.

OTan 5. MpoBepeHne MHCTPYMEHTaNbHOrO TecTa

Ha NPOHUKHOBEHNE N aHaNN3 3alNLLEHHOCTH
ACY TN

PaBoTbl No NPOBEAEHNIO MHCTPYMEHTaNbHOMO TECTa Ha NMPOHUKHOBEHNS
B ACY Tl ocyLLecTBASIOTCS U3 CMEXHbIX CETEN NN MHDOPMAaLMIOHHBIX CUCTEM.
PaboTbl NpoBOAATCS B PEXMME KYEPHOTO LKA,

PaboTbl no aHanuay 3awwmieHHocT ACY Tl no3BonaT oLeHNTb BO3MOXHOCTM:

HeCaHKL/OHNPOBAHHOIrO BO3AECTBNS Ha 06 BbEKThl aBTOMaTH3aLmMM
TEXHOMOrMYeCcKmNX NPOoLLECCOB MPOV3BOACTBA C Lie/blo BMeLLaTeIbCTBa B anropuTMbl
nx paboTbl NNV BbIBOAA N3 CTPOS;

nonyyeHuns goctyna k [NJ1K, nporpammHomy kogy (MpoekTy).

Llenbto AaHHoI cTapnn SBNSeTCS BbiSBEHNE MOTEHLMNAMNBHO YS3BUMbIX KOMIOHEHTOB
NHOPAaCTPYKTYPbI AN Pas3fnNYHbIX TUMOB 3/10yMbILLNEHHMKA. DkcnepThl «JlabopaTopun
Kacnepckoro» ocylecTBnstoT TeCTUpOBaHWe Ha MPOHNKHOBEHNE, UMUTUPYS OeACTBUS
noTeHLUManbHbIX HAPYLUINTENEA.

Mo ntoram aTana Bl nony4yaete:

onuncaHve 1 aHanms ysa3BUMOCTEN, KOTopble BbiNn BbiSIBIIEHbI B MPOLecce aHanmsa
3aLUVILLEHHOCTIN 06 BEKTOB 3aLUMUTBI AN PA3ANYHbLIX TUMOB 3/10YMbILLIEHHUKOB;
akTyanbHble BekTopbl atak Ha ACY TTT;

noTeHUMasnbHble CLieHapun HeCaHKLIMOHPOBaHHOIO BO34ENCTBIS

Ha ACY Tl co cTOpOHbI pasnnyHbIX TUMOB 3/10YMbILLIEHHKOB;

NnoTeHUManbHOe BINSHIE BbISBNEHHbIX ya3BumMocTein Ha ACY TrT:



OTan 6. OueHka cootBetcTBua ACY Tl TpeboBaHunsm

npuka3a PCTIK Poccum ot 14 mapTta 2014 r. N2 31

Llenbto paHHOI cTagmm 9BNIeTCS NoNyYeHne He3aBMCUMON OLLEHKM COOTBETCTBUS
ACY TIN TpebosaHusam npukaza PCTOK Poccun ot 14 mapTa 2014 1. N2 31.

Mo ntoram atana Bbl nonydvaete:

- aHanus cooTtBeTcTBUS ACY Tl TpebosaHuam Mpukasa PCTIK Poccum
oT 14 mapTa 2014 1. N2 31;
pekomMeHpauum no passutuio CYWE n npneeaeHunio B cooTBeTcTBME
MB ACY Tl ¢ TpebosaHusmu npukasza PCTIK Poccum ot 14 mapTa 2014 1. N2 31.

Otan 7. PaspaboTka pekomeHaauuii no coctaBy
M cofepiKaHNIO HeoBbXxoaNMbIX Mep, HanpaB/eHHbIX

Ha NoBbiLIEHNE YPOBHS 3al4MLLEHHOCTN 06BbEeKTOB
ACY TN

Ha 3akntounTensHoM aTane NpoBOANTCS AKCNEPTHas OLIeHKa YPOBHS obecnevyeHns
B ACY TI n cuctemaTusaums pekomeHaaumii no NoBbILLEHWIO YPOBHS
I/IB ACY Tr1. PaboTbl BkoYaloT B cebsi:
- BblpaboTKy NepBooYepeHbIX PEKOMEHAALMI MO COCTaBy MEPONPUATIIA
OPraHn3aLMOHHOrO YPOBHS, BHECEHNIO UBMEHEHWIA 1 BOMONHEHN
B CyLLECTBYOLME KOHPUrypaLMmn 1 HACTPOKN MPOrPaMMHOro 1 annapaTHoro
obecneyeHrsi 06bEKTOB 3aLLNTL;
- onpepeneHne nepeyHs PeKoOMeHAyeMbIX CPeACTB 3alUnTbl MHPOPMALIMN, BXOAALLNX
B COCTaB MoJepHu3npoBaHHoli (nepcnekTueHoi) CYUB ACY TIT;
npoBefeHVe NPE3eHTaLMN No pedynbTaTaM NPOBEAEHHBIX PaboT.

Mo ntoram aTtana Bbl nony4vaete:

pesynbTaThl oueHkn cooTBeTcTBUs B ACY Tl TpebosaHusm MNpukaza PCTIK
Poccum o1 14 mapTa 2014 1. N2 31;

peKkoMeHAaLMMN MO YCTPaHEHUIO BbISBNIEHHBIX HECOOTBETCTBUIA N HELOCTaTKOB
obecneuerusa VIb ACY TT1, nosblweHns yposHsa VB ACY TI v passutua CYWB.
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Kaspersky Industrial CyberSecurity — aTo Habop TexHonoruii u cepBucoB, CoO3aaHHbIX

ANS 3aLWUTbl Pa3NNYHbIX YPOBHE NPOMbILLIEHHO! UHPPACTPYKTYpPbI U APYFUX 3/IEMEHTOB
npeanpusTns, B Tom Yncne cepeepos SCADA, onepaTopckunx naHenei, MUHXXeHepHbIx pabounx
ctaHuuin, MK, ceTeBbIx coeanHeHUI 1 faXke caMux UHXeHepoB. [pu aTom pelueHne He BNuseT
Ha HenpepbIBHOCTb TEXHONMOTMYECKNX MPOLLECCOB.

Y3HaliiTe 6onblue Ha: www.kaspersky.ru/ics

ics.kaspersky.ru
#akTuBupyinbyayuiee
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