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OnpepneneHne

- Threat intelligence - aT0 ocHOBaHHbIe Ha

dakTUUecknx paHHbLIX SHAHNS) BKAIOYasIKOHTEKCT)

AeNCTBEHHble peKoOMeHaaunmn, o CyLLEeCTBYIOLWEN NN
BO3HMKAaIOLLLEN Yrpo3e UWin yrpo3e aKkTnBam, KotTopble

MOryT ncnosnb3oeaTbes Ans PMHSTIAS PELiSHA

OTHOCUTEJIbHO peakuun cybbekTa Ha 3Ty Yyrpo3y nin
OMacHOCTb.

Gartner



WNcTopwmsa pbiHka 3

«Intelligence — mogHoe
C/I0BO, KOTOPOE MOXeT Knacc pelueHnuii Threat
MepBbili OTYET O O3Ha4aTb BCe, YTO Bbl Intelligence Platform
kubepnuoHaxe, APT1, XOTUTE, YTOBbl OHO cTaHoBuTCH 6onee
ony6nmnkoBaH Mandiant 3Hauuno» MacCcoBbIM

Stuxnet. lNepBoe MHoromunnuapaHbin
knbepopy>xue, cnocobHoe AKTVBHBIVI pPOCT pbIHKa, PbIHOK, TEMa
NPUYMHATD GU3NYECKU Gartner onucbiBaeT TepMUH cTaHpapTU3auus kubepaTak BO BCEX
ywep6 Threat Intelligence npeanoxXeHnin cMiA




FireEye, a Top Cybersecurity Firm, Says It : Technology
Was Hacked by a Nation-State :
o Ransomware hits near pr
The Silicon Valley company said hackers — almost certainly . . .
madde off with tool thet could be used to mount new Colonial Pipeline levels, data
round the world.
Suggests
Raphael Satter
0y @
.
Axuun SolarWinds
O,
obBanunucb Ha 25% nocne
I e c—
»
aTaK“ «pYCCK“x xaKepOB ! https://www.cnbc.com/2021/05/13/colonial-pipeline-
Xaxkepsl, B3oMaBuiue MUHGUH 1 MUHHCTEPCTBO BN paid-ransom-to-hackers-source-says.html
Toprosmu CILA, HCMOTB30BAM TPOTPAMMY, KOTOPYIO T CNBC
Costin Raiu & ’ paspaGoraza KoMMaHHA - Colonial Pipeline paid $5 million ransom to
Wondering what "happend" here. Did Babuk copy the DarkSide ransom 7 o - 4 hackers
text, or is it an indication of some form of cooperation between them? £ NASDAQ 18303,64  =0;55% Ransomware attacks involve malware that encrypts

files on a device or network that results in the
system becoming inoperable.

£ [onnap/Py6ns £73,758 (
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Tunbl paHHbIX 06 yrpo3ax: Threat Intelligence
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#Feeds
#MRTI
#Correlation

C Taxnnqecmne) @Tpa'rermqecx@

#TTPs
#Actors

#PaccnepoBaHug
#WccnepoBaHuga

#TpeHppbl
#LleneBag nnpopmauns




KoHTekeT

[Touemy

9TO BA)XHO?

MpuHaTne peweHnin 3a cuet
NOHUMaHNA AeCTBUN
3/10YMbILLIEHHNKOB

[eTekTupoBaHume yrpos,
BbISIBNIEHNE TEXHUK, TaKTUK U

npouenyp (TTP’s)

YnpasneHune puckamu



CueHapun ncnonb3oBaHus

@ Paccneposanue » YcTpaHeHune

* MoHuUTOpUWHr 6peHpa
» Takedown n 6nokuposka
pecypcos

* HCTpyMEHTbI Ansl yCKopeHUs
paccnepoBaHuiA
* Threat Hunting

. PearnposaHue . IeTekTupoBaHmne

* OBHapy>XeHne MHLNAEHTOB
* OTcnexmBaHue NCTOUYHUKOB
» Security Enrichment

* Banupauums cobbiTuii n oboralleHne
* MprnoTnpusauus yassumocTtein




Kaspersky Threat Intelligence

AHanunTtuk Threat .
Intelligence
Ponun
SOC AHanuTtukn . t|>YHKL|.IIIIlI
PaccnepoBaHue .
VHUNAOEHTOB

YnpasneHue
YS3BMMOCTSIMU

Threat Hunting

Jlvua npuHnmarowme
pelueHns



Threat intelligence - nctouHnkn

( KSN )
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C OSINT )
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WNccnepoBaHus — ny6nuyHble aHoHcbl J1IK
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Moptdonuo Kaspersky Threat Intelligence

CyberTrace Threat Lookup

Kaspersky
Threat
Intelligence

MoToku aaHHbIX 06
yrposax

Cloud Sandbox

Twnbl AaHHBIX O KMGEpyrpo3ax

R (=D Digital Footprint

AHanutnyeckue oTyeThbl

06 APT-yrposax -' B e Intelligence

OTuéTbl 06 yrposax ansi

OTueTbl 06 yrposax ans .
NPOMBbILLEHHbIX NPeanpUATAA

¢$puHaHCOBbIX OpraHusaumi
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Threat Intelligence Portal

Kaspers|

) Thr‘:!:atli)l:ltelligence Portal x Help € Support R Alexander Mazlkin ~

@ AFT Reporing ~ @ Financlal Reporting i IC5 Reporting fa Threat Lookup ~ & & Cloud Sandbox Dighal Footprint & Darta Feeds ~

Worldwide © [EIIJ Week |Lastmonth | EIEJ WAV | MAV | ODS | IDS | KAS | VUL

TOP 10 Threats

Threats dynamics




Hopo>xHasa kapTa

Ob6beanHeHne TexHoNormin YHnoukauus

- Threat Analysis Lab - OBoNOLMA 3KOCUCTEMBI, €AMHas CTPOoKa noncka

PasButue peweHunin 3awwmTa 6peHpa

- HoBble npoayKThbl U pasBUTNE TEKYLLINX - Ycunenue noauuuia Digital Risk Management
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FireEye { - )
CrowdStrike .
@spersky 1

R F
Intel 471 « ecorded uturs]

Group-1B 1 9. 1 ZeroFQX
[ ' Flashpaint
Digital Shadows

IntSights (=) RiskiQ (- )

FORRESTER’

The Forrester Wave™: External Threat
Intelligence Services Q1, 2021.

«JlabopaTopus
Kacnepckoro»
NpW3HaHa NTMaepoM B
obnacTu cepBncoB
onepaTUBHOIo
NHPOPMUPOBAHUS O
Knéepyrposax.
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MHeHue

EE The biggest intelligence bodies in
the cyberworld are private entities
— FireEye and [Kaspersky have
more information than any state
intelligence body.

Dr. Mohamed al-Kuwaiti, Head of Cyber Security, UAE Government
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