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OnpeneneHne

- Threat intelligence - 3To ocHoBaHHbIe Ha

dakTryecknx AaHHbIX SHaAHUS BKAIOHaSKOHTEKCT))

AENCTBEHHbIE peKoOMeHzaumnmn, O CyLLeCTBYIOLWEN Nnn
BO3HMKAaIOLLEN Yrpo3e nim yrpose aktmeam, KotTopble
MOryT ncnonb3oBaTtbcs Ang APURATAS PELSHAR
OTHOCUTENbHO peakuun cybbekTa Ha 3Ty Yrpo3y unm
OMacHOCTb.

Gartner



WcTopus pbiHka 3

«Intelligence — mopHoe
CNOBO, KOTOPOE MOXEeT Knacc peweHunin Threat
[MepBblii OTYET O O3HayvaTb BCe, YTO Bbl Intelligence Platform
knbepwnuoHaxe, APT1, XOTUTE, YTOObI OHO cTaHoBUTCS 6onee
ony6nukoBaH Mandiant 3HauUUnNo» MacCOBbIM

Stuxnet. [NepBoe MHoromunnmnapaHbIiia
knbepopyxue, cnocobHoe AKTUNBHBI POCT PbIHKA, PbIHOK, TEMA
NPUYUHATL PU3nYEcKuin Gartner onncbiBaeT TEpMUH cTaHpapTM3auus knbepaTak Bo BCex
ywep6 Threat Intelligence Npeano>XXeHnin CMA
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B ceTh cTpaTerM4ecky BaXHOro nocTaewmka IT-
A s peLueHMWid /1A aMepUKaHCKWX NpaBUTeNbCTBEHHBIX
Hr Ku" " | cprau_uaau,uﬁ SolarWinds xakepbl xoaaT kak Kk cebe
OOMOMA.
W obBanun

Bekope nocne nyGnukaunu FireEye maTepuanos B
OTHOLWEHWK BBIABNEHHON KOMMNPOMETaLMK

CalariMinde u sanawauua NAMQ Arinn Ravnanne
The ! Costi https://www.cnbc.com/2021/05/13/colonial-pipeline-
il paid-ransom-to-hackers-source-says.htmil
Russ [ SRy

Side ransom

CNBC
reen them?

Colonial Pipeline paid $5 million ransom to
hackers L. y
at hapy | Ransomware attacks involve malware that encrypts

files on a device or network that results in the

system becoming inoperable.
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Tunbl paHHbIX 06 yrpo3zax: Threat Intelligence

(Texuvmecxwe) @nepauwouuu9
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#LleneBasa nHpopmauns




KoHTekeT

NMpuHaTHE pelleHn 3a cueT
[louemy .

NoOHMaHWA 0eicTBUN
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9TO BaA)XHO?

HeTekTupoBaHune yrpos,
BbISIBNIEHNE TEXHUK, TaKTUK N
npoueayp (TTP’s)

YnpaBneHune pnckamm



CueHapum ncnonb3oBaHus

‘ PaccnepoBaHue . YcTpaHeHue

* lHcTpymeHTbI ANns yckopeHus
paccnepoBaHuii
* Threat Hunting

* MoHuTopuHr 6peHaa
* Takedown n 6nokuposka
pecypcos

D PearnpoBaHune @ [etexkTnposaHue

* O6Hapy>keHune NHUMAEHTOB
* OTcnexmnBaHne NCTOYHNKOB
* Security Enrichment

» Banupgauus cobbiTuin n oborauieHue
* [MpuoTupunsauus yassumocTen




Kaspersky Threat Intelligence
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Threat intelligence - ncrouHukn
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NMoptdonuo Kaspersky Threat Intelligence

CyberTrace Threat Lookup

Kaspersky
Threat
Intelligence

MNoTokwn paHHbIX 06
yrpo3sax

a8 Cloud Sandbox

Tunbl AaHHBIX 0 KNBepyrpo3ax

Digital Footprint
Intelligence

AHanuTuyeckue oTyeThbl
06 APT-yrposax

OTuéTbl 06 yrposax gng

OTueTbl 06 yrposax ans .
NPOMBbILLUNEHHbIX NPeanpuUaTUiA

$purHaHCOBbIX OpraHM3auui
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NMoTokun aaHHbIX 06 yrpo3sax

NMocTosiHHOe 06HOBNEHNE JaHHbIX
06 yrposax MMHUMN3NPYET YNCIO
JIOXKHOMONOXXNTENbHbIX
cpabaTbiBaHUA

NHopmaTmBHBIN KOHTEKCT
NoO3BONSIET ONEepaTUBHO
pearnpoBaTb Ha Yrpos3bl
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Pa3zHoobpasHbie dopmaThl N
MexXaHU3Mbl NPefoCTaBEHUS
CBeAEeHUI ynpoLlaloT MHTErpaumio
C CYLL,eCTBYIOLWMMN CPeACTBaMMU
3almThI



NMoTokun aaHHbIX 06 yrpo3sax

IP REPUTATION FEED

HASH FEED (WIN / *nix /
MacOS / AndroidOS /iOS)

URL FEEDS (Malicious, Phishing
and C&C)

RANSOMWARE URL FEED
APT I0OC FEEDS
VULNERABILITY FEED
PASSIVE DNS (pDNS) FEED
loT URL FEED
WHITELISTING FEED

ICS HASH FEED

N AOPYTOE

(%)

Kaspersky
Threat
Data Feeds

Iﬂ CeTeBol

Mpokcu-
cepsepbl

MouToBble
cepsepbl
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NMnatdopma Threat Intelligence: Kaspersky CyberTrace

aHanNTUYeCKue AaHHble N3 pa3HbIX NCTOYHNKOB
C peLueHnaMn gnsa obHapy>KeHus yrpos u
3awmnThbl OT HUX. B pesynbTaTe nonb3oBaTenb
MO>XXET onepaTMBHO UCMNOJIb30BaTb aHaANINTUKY
yrpo3 ajis MOHNTOpPUHra 6e3onacHoOCTH, 3alWUThl
N pearnpoBaHns Ha UHUMNOEHTbI B paMKax
NPUBbIYHbIX NPOLLECCOB.
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Kaspersky CyberTrace — nnatdpopma anga ynpaBneHns gaHHbIMu o knbepyrpo3ax

SIEM-cuctema cobupaet XypHanbl C pasnnyHbiX
ycTpolicTB u IT-cuctem n oTnpaensieT faHHble O COBbLITUSAX
c URL u IP-appecamu u xawamu B CyberTrace Ha aHann3

CyberTrace 6bicTpo conocTaBnsgeT nocTynatroLme cobbiTus
C NOTOKaMM faHHbIX 06 yrpo3sax v oTnpasnseT AaHHble 06
obHapy>keHHbIx yrpo3ax B SIEM u CyberTrace Web

cobbiTus
‘ > —> =:|:|:|
E ==
NcTouHuknm noroe He06pa60TaHHble

aorum

!
A

Haw6opapbl

SIEM

AHanuTuk

KOPIMNMOPATUBHAS GesonacHocTi

CETb

MNepecnaHHble

O6Hapy>keHHble
yrposbi

CyberTrace

l 1

BHyTpeHHMe NCTOYHMNKMN
AaHHbIX

CyberTrace Web

MonyuyaeT onoBeleHus o6
o6Hapy>KeHHbIX yrpo3ax ¢
AOMOSIHUTENbHBIM KOHTEKCTOM

I'Iposo,u,m nepeoHa4asibHO€e
paccnegoeaHne n THULMNpyeT
npouecc pearnpoBsaHugd Ha
OCHOB€ KOHTEeKCTa
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CyberTrace

Basa gaHHbIX png xpaHeHua n Noucka
no paHHbIM (+ retroscan)

Arperauusg, geaynnnkaums,
HOpManM3auns u o6mMeH gaHHbIMU

CTtaTncTtunka obHapy>XeHuin n maTpuua
nepeceyeHnin No NOToKam gaHbIX

[My6nnunbin APl (png uHTerpaumn
U aBTOMaTU3auun)

MynbTuteHaHTHocTb gna MSSP
N KPYNHbIX NpeanpuaTnia
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Basa paHHbIX 06 MHANKaTopax € NOJIHOTEKCTOBbIM MONCKOM

Kaspersky
CyberTrace

Dashboard i r Detections Settings

Indicators

Value

00F323D7FFO1EFF7SA9BEGB38986FFFFFD1308D022FIEBEB7A2926 7
971041F3

03F94843ABC763D7AA35010CBOF/3BA2441B8A403239AAAF0DA33L
CD5A0544C

058245C7C5AF1095FBAF453AD76349C5901A5310
07A79527A072DAB5616B8B27CD222654

0960D00F3971B8003E4BC193757F256E

141902CDFB247120CF9CC16F382F468607C94559
145F4DF3AI0CRBO52656E0BFE383A723D
160COASCCDFCA384F6B1C2BEQ9AAEBSL
168CAEADBBIEACSFICEFO26166E0376A

16EF032CD7159A23DCF10 42C87CEDS5C2CDDFFO8A5981D39
D1C4A89E13D

Suppliers

Demo_Malicious_Hash_Data_Feed

Demo_Malicious_Hash_Data_Feed

Demo_Malicious_Hash_Data_Feed
Demo_Malicious_Hash_Data_Feed
Demo_Malicious_Hash_Data_Feed
Demo_Malicious_Hash_Data_Feed

Demo_Malicious_Hash_Data_Feed

Demo_Malicious_Hash_Data_Feed
Demo_Malicious_Hash_Data_Feed
Demo_Malicious_Hash_Data_Feed
Demo_Malicious_Hash_Data_Feed

Demo_Malicious_Hash_Data_Feed

Demo_Malicious_Hash_Data_Feed

Demo_Malicious_Hash_Data_Feed

Selectad indicators: 0 from 52185




Moapo6bHasa nHpopmauus o kaxkaom aobaBneHHOM MHAMKaTope ansa 6onee rnybokoro aHann3a
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Kaspersky
CyberTrace

Dashboard ) icator Detections Settings

2020-059-2013:04

Last updated on

2020-09-21 07:04

Suppliers
Demo_Malicious_Hash_Data_Feed

Confidence Type Use for matching Updated

Send rents
100 Sha256 true 2020-09-21 07:04 end detecton everts (@)

Indicator context

ABCB41BSECFC38529A3F13D08AS77DE2 Html
2EEBDC424BD7638BF09FB6619E6D014BCCISACF7 16.11.2017 13:10
O0F323D7FFOLEFF7SASBEGB38986FFFFFD1308D022F9EBB87A29267C971041F3 15.09.2020 20:07
incognite.html, backup files 1.zip, incognito.html.vir 1l
114 256

Trojan-DropperVBS.Agent.bp

Comments




XpaHunuuie paHHbIX 06 06Hapy>xeHUn: ynpoliaeT MOHUTOPUHr 6e3onacHOCTU U
npuopUTU3aLLNIO ONOBELLEHUIA

_ Kaspersky

CyberTrace

Dashboard L‘! Detections Settings

Auto update table

Detect date u Category

2020-09-18 22:35:13 default testvulb_MD5

2020-09-18 22:3449  default testvulo_MD5

2020-09-18 22:3434  default testvulo_MD5

2020-09-18 22:3423  default testvulb_MD5

2020-09-17 19:33:14 default testvulb_MD5

2020-09-17 19:32:29  default testvulo_MD5

2020-09-17 19:32:24  default testvulo_MD5

2020-09-17 19:32:11 default testvulb_MD5S

2020-05-17 19:32:03 default KL_BotnetCnC_URL
Source event

fakess123bn.nu May 2 16:41:40 VerifTestUserName

May 2 16:41:40 KL_Verification_Tool LEEF:1.0|Kaspersky|Threat Feed Service|4 0|KL_TEST_URL|url=http://fakess123bn.nu usrName=VerifTestUserName
Detected avent

10.07.2015 2353 17.05.2020 12:36 fa n Trojan Win32 Generic

May 2 16:41:40 eventiName=KL_BotnetCnC_URL matchedIndicator=fakess123bn.nu url=fakess123bn.nu src=- ip=- md5=- shal=- sha256=- usrName=VerifTestUserName confidence=100 first_seen=10.07.2015 23:53 id=0 last_seen=17.09.2020

12:36 mask=fakess123bn.nu popularity=1 threat=Trojan Win32.Generic type=1

Filtered detections: § from 9

kaspersky
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Kaspersky Threat Lookup

O61beKkTbl
ans aHanusa

j daiinbl

URL-appeca

@ IlomeHbl

n IP-appeca

Xewwn

Kaspersky
Threat Lookup

Mowmck
uH$opmaumn

noncka yrpos

PEATMPOBAHUE
HA VHUWOEHT

KoHTekcTyanbHas
aHanMTuka

ABTOMaTun4yeckoe
cornocTaBneHune

F N
Ak
f

IP WWW

O61bekT BpeaoHOCHbIN?
KomnaHus nop yrposoin?

» KakoBa uenb yrposbi?

» Kakune ectb B3ammocBa3un?

HdaHHble
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Kaspersky Threat Lookup: peaynbTaT no 3anpocy

@ APT Reporting v A Financial Reporting f# 1CS Reporting fo, Threat Lookup v B Cloud Sandbox i@ Digital Footprint 3 Data Feeds w

Request limit per day for your group: 49995 of 50000 |

Haszh, |P address, domain, or URL

212.71.237.140|

Report for IP address

g2 212.71.237.140 01 Copyrequest | NS CEIGEIRETES

=100,000 Owner name Thomas Asaro
Aug 13, 2015 Owner ID None

Threat score 100

Categories  Malware Botnet C&C Trojan-BankerWin32 Emotet




Kaspersky Threat Lookup: koHTekcTHas nunpopmauums

@ APTReporting ¥ 2 Financial Reporting b leporting fo, Threat Lookup » B Cloud Sandbaox W Digital Footprint Sh DetaFeeds w

Geography Anti-Virus Statistics

12 71 236.0-212 71239 Create Aug 30, 2013

Contact Name Address Phone / Fax
person Thomas Asaro 328 E. Jimmie Leeds Road, A, Galloway, NJ 08203, USA 504 Phone
person Thomas Asaro g 229 E. Jimmie Leeds Road, A, Gallowsay, NJ 082 A 04 Phone

Linode Abuse Support 329 E. Jimmie Leeds Road, A, Galloway, NJ 0B2035, USA ) )0 Phone




Kaspersky Threat Lookup: B3anmocBsizaHHble MHAUKAaTOPbI

@ APT Reporting v 4 eporting Lo, Threat Lookup v B Cloud Digital Footprint M Data Feeds ~
DNS resolutions for IP address 4. Download data
Status Hits(zx)  Domain First resolved Last resolved Peak date Daily peak{=)
Q, Mot trusted 1000 it 1 30, 2020
Q, Nottrusted
Mot categerized
Mot categerized
Mot categorized 1 nm t 2,20 . 2020
Mot categorized 1 it AprlD, 2018 2020
Mot categerized
Mot categerized
Mot categorized 1 made.org Feb 26, 2019 Oct 25, 202 Aug 13, 2019
Not categorized 1 ! Oct2d, 2018 Cct 2L, Qct 20, 2019

" Show more (100}

Files related to IP address Download data
Status Hits (=) File MD5 Detection name Last seen First seen

[ Malwar: 10,000 2 3 5 9572EE 74 78 HEUR:Trojan-Banker Win32 Emo e 212 71 237 140/ blaolfingHuxBv Jan 27, 2020 Jan 24, 2

[ Malwar: 10,000 70CA4 E HEUR:Trojan-Banker Win32 Emotet.gen 2 A0 Jan 23, 2020

[ Malwar: 10,000 D04 a8 HEUR:Trojan-BankerWin32 Emotet.gen Z 4 Jan 22,

] Malwar: 10,000 £ 1 ] HEURTrojan-Banker Win32 Er

[0 Malwar 10,000 71 gD4 D62 HEUR:Trojan-Banker Win32 Emotet.gen

[ Malwar: 10,000 | )y ZACDS 2F HEUR:Trojan-Banker Win32 Emc

10,000 B4 Trojan-Banker Win3Z2 Emotet.ehmg Z Moy 24, 201° Mow 24, 2019
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Kaspersky Cloud Sandbox

OodPekTrBHOE OBHapYXeHne
APT-, uenesbix 1
CTaHpapTHble n KOMIMIEKCHbIX Yrpo3
paclUMpPEHHbIE HACTPOWKM
ang ontnmmsauumum
npousBognuTesibHOCTU

N

PaclumpeHHbIli aHanna o
daiinos pasnuuHbIx * ? &
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e

Kaspersky

6 MacwrabuposaHue 6e3
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CIOUd Sandbox k) [oporocTosguiue ycTporncTea
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Kaspersky Cloud Sandbox: nunpopmaumnoHHas nasennb

3ES5A92EAFD63A5D09D986F89A9FD5657

N\

8 5 'll ] 16 N ° k
uspicious Extracted flss atwor

Detects o .
activities activities

® Malware g High 0 ® Malware 3
Adware and other 0 Medium 0 Adware and other 0
Low 11 Clean 3 Bfatel /]

Mot categorized 10 MNotcategorized 0

May 08, 2015 Execution environment Windows 7 x64

May 08, G Execution time 100 zec

May 05, 201 File extenszion

HTTPS decryption

Click links

nternst channel

Results System activities Extracted files Network activities

Sandbox detection names 4 Downlozd data

Status Name
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Kaspersky Cloud Sandbox: orcnexusanve nogao3purenbHoro noeefeHNs U CHUMKM 3KpaHa

Suspicious activities 4. Download data
Status Severity Description
280 The process Swindir\servicing\ Trustedlnstaller exe has created the file in the system folder: Swindir\Ssystem32\config\COMPONENTS{016888b8-6c6f-11de-8d1d-001e0bcde3ec) TxR blf.
The process Swindir\servicing\ Trustedinstaller.exe has created the file inthe system folder: Swindir\Ssystem32\config\COMPONENTS{016888b8-6c6f-11de-8d1d-001elbcde3ec). TxR.0.regtrans-ms
Shellzode has been found in the memory of the process Suser\Stemp\RarSFX0\3086.exe.
The process Suser\ Stemp\RarSFX019939.exe has sttempted to detect a virtual environment (MITRE: T1063 Security Software Discovery)
The process Suser\ Stemp\RarSFX019939.exe has injected the binary cods into the process Swindir\Ssystem32\rundl32.exe (MITRE: T1055 Process Injection).
The process SwindirlSsystem32\svchost exe has read multiple system fles.
The process Swindir\servicing\ Trustedinstaller.exe has created the file inthe system folder: Swindir\Ssystem32\config\ COMPONENTS{016888b8-6c6f-11de-Bd1d-001e0bcde3ec) TxR L regtrans-ms.
280 The process Swindir\servicing\ Trustedinstaller.exe has created the file inthe system folder: SwindinSsystem32\config\COMPONENTS{016888b8-6c6f-11de-8d1d-001elbede3ec) TkR 2. regtrans-ms.
200 The process Swindir\servicing! Trustedlnstaller exe has run the wildcard search: Swindir\servicing\sgm\* sgm (MITRE: T1119 Automated Collection)
100 The process Sselfpath\$selfname.exe has modified the time attributes of the file Suser\Stemp\RarSFX013086.exe

w  Show more (100]

Screenshots (19) 4, Download data
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AHanuntunuyeckue otyeTbl 06 APT-yrposax

TLF: AMBER

Kaspersky APT Intel lkaspersky

Two zero-day exploits for Internet Explorer 11 and Windows are
exploited in targeted attacks

Executive Summary

gy by a malick

trated that the

i on 19 May 2020.

onfidence bevel based on similarities to
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Mpodunu 3n10yMbILLNTEHHUKOB
ConocTtaBneHue ¢ 6a3on 3HaHnn ATT&CK

O6wue ceepeHns

* lHpopmauus, npegHasHauyeHHas 1S BbiCLLEro
pyKkoBoAcTBa

Moapo6HbIN TEXHNYECKNIA aHann3

* MeToabl npoBepeHns aTak

* Nlcnonb3yemble akcnnonThbl

* OnucaHne spepoHocHoro N0
NHppacTpykTypa KOMaHAHbIX CEPBEPOB 1
ornvcaHne NpoTOKOJIOB

AHanns xxepTB aTak

AHanns akcpunbTpaLmn gaHHbIX
ATpunbyuma kmbepartak

BbiBOAbI U pekomMmeHpaumnu

NHpukaTopbl komnpomeTtaumm n YARA-npasuna



ConocTtaBneHue c 6a3oi sHaHMiAn MITRE ATT&CK B aHanuTnyeckmux otyetax 06 APT-yrpozax

Geography

Karea (Republic of)
Canads
India

Korea (Democratic People's

Republic of]

Russian Federation

TTPs&MITRE

MITRE ATTECH matrix MITRE PRE-ATT&CK matrix Descriptive TTPs

Initial Access Execution Persistence Defense Evasion Credential Access Lateral Movement Collection Exfiltration Command And Control




OTueTbl 06
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OTyeTbl 06 yrpo3sax anga ¢puHaHCOBbIX OpraHM3auui

kaspersky

FIN7 targeting engineering companies: analysis of an
updated toolset and C2
Financial reports service

rrests against the Eastern Europe-based financial cybercrime
and October 201%°, and as we already reported this year®, FIN7 still
develops its toolset, .md still appears to be in operation.

‘While most lrader fts and tools stay in tune with what we reported in 2019, FIN7 keeps adding
footprint on targeted devices, rationalizing implants
s infrastructure to stray from its documented patterns. During our
malicious file from KSN, which matched some malicious patters used by Fin7
mquarP Thl [Ile turned out to be the backend which we also analyzed in this report.

During the period starting from our previous report till now there were several waves of attacks with
updated toolset and based on our telemetry we can conclude that all targets are from engineering
sector,

This report in a nutshell:

o FIN7 keep using malicious documents as the primary infection vector
o  FIN7 is developing and rationalizing its toolset:
o anew GRIFFON JavaScript variant with DNS C2 capabilities
o leaked Carbanak (Anunak) backdoor with minor updates
5 several variants of obfuscated custom PowerShell in-memory DLL or PE loaders
and installers
0 new persistence methods. In total now they have five different ways to achive
persistence
o FINT targets from last waves of attacks are engineering companies located in North
America and Africa
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Mpodunu 3n10yMbILLNTEHHUKOB
ConocTtaBneHue ¢ 6a3on 3HaHnn ATT&CK

O6wue ceepeHns

* lHpopmauus, npegHasHauyeHHas 1S BbiCLLEro
pyKkoBoAcTBa

Moapo6HbIN TEXHNYECKNIA aHann3

* MeToabl npoBepeHns aTak

* Nlcnonb3yemble akcnnonThbl

* OnucaHne spepoHocHoro N0
NHppacTpykTypa KOMaHAHbIX CEPBEPOB 1
ornvcaHne NpoTOKOJIOB

AHanns xxepTB aTak

AHanns akcpunbTpaLmn gaHHbIX
ATpunbyuma kmbepartak

BbiBOAbI U pekomMmeHpaumnu

NHpukaTopbl komnpomeTtaumm n YARA-npasuna



KunbepaTtaku, HaHocswme pnHaHCOBBIN yLiep6

Prilex, Silence, Fin7, Deathstalker, HydraPOS -
9TO NpPEeCTYyNHble FPYNNMPOBKN, KOTOpPbIe
$PokycupytoTcsa Ha PMHAHCOBBIX OpPraHN3aumnsx
NX KPYMHbIX KIIMEHTaX, TaKUX Kak
rocyfAapCTBEHHbIE CTPYKTYPbI, @ TaK)Xe Ha
KOMMaHNSX, y4acTBYIOLWLMNX B CAENKAX CUAHNS U
nornoweHus. KnbepHaeMHMKN n BbiImoraTenmn
Tak>ke BbIOnpaloT 3T Lenu.

MaccoBble aTaku NPOBOAATCS C UCMOSIb3OBAHUEM
BpeaoHocHoro MO gna mobunbHOro 6aHKnHra,
6aHKOMAaTOB 1 NNaTeXXHbIX TEPMWNHANOB.

YTOo Mo)XeT nomMmoub:

* OTyeTbl 06 yrpo3sax ang ¢uUHaHCOBbIX OpraHN3aLuii
* [ToToKM AaHHbIX 06 yrpo3ax
» Kaspersky Digital Footprint Intelligence

=

Vep e’ Carpant™
DARK eLUE
= (§
@
7EqunP YoRrot*
SMENCe

Lyrw
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Kaspersky
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Footprint
Intelligence




Kaspersky Digital Footprint Intelligence

PasznunuHble
paHHbie

IP-appeca

J[JomeHbl
KoMnaHuu

BpeHpbl

Kniouesble
cnosa

WHBeHTapunsaums
nepumeTpa cetun
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MrHoBeHHble
yBeaoMeHuns
06 yrposax

AHanuTunyeckune
oTyeThl

MawwvHouuTaemble
aHanuTnyeckue
AaHHble 06 yrposax




Kaspersky Digital Footprint Intelligence

VIcTOUYHNKM

~

NHBeHTapusauus
nepnmeTpa ceTu

LinppoBbie oTneuaTku B cepBrcax
BbisBneHne yassumocTeii

AHanns akcnnoiitoB

OueHka 1 aHanns pnckos

MoBepXHOCTHDIA,
rny6oKnii nu papkHeT

AKTNBHOCTb KMGEpnpecTyNHNKOB
YTeuku nHpopmaumm 1 yyeTHbIxX
AaHHbIX

WNHcanpepsbl

MNoBepeHne coTpyAHUKOB B
coumarnbHbIX CeTAX

Y Teukn meTagaHHbIX

basza 3HaHuI
«JlabopaTopun
Kacnepckoro»

AHanns ak3emnnsapoB BPeAOHOCHbIX
nporpamm

OTcnexmnBaHne 60THETOB N GULLMHTa
Sinkhole-cepBepbl n cepsepsbi ¢ B0
AHanuTtnyeckue otyeTbl 06 APT-yrposax
MoTokm paHHbIX 06 yrpo3sax



OT1ueTbl 06
yrpo3ax gns
ACY TIN




Kaspersky ICS CERT: AHanntuka yrpos gna ACY TI1

OTueTbl 06 yrposax pns
ACY TI

JocTyn no nognmncke K noptany ¢
perynspHbiMuy oT4eTamm 06 aTakax,
yrposax v ya3BUMOCTSIX, XapaKTepPHbIX
ana ACY TN

[MepcoHanusupoBaHHble
oT4YeThl

nepCOHaHVI3I/IpOBaHHbIe aHanunTnyeckmne
oT4yeTbl (KBapTaﬂ, I'OJJ,) AJ19 KOHKpEeTHOro
pernoHa nnm oTpacnum

()

[MoTokmn gaHHbIX 0 BINO
ona ACY TI

WHpukaTopbl komnpomeTauum (IoC) n
MeTafaHHble AN UHTerpaunm co
cTopoHHuMn SIEM-cuctemamu

()

[NoTokun paHHbIX 06
ya3sumocTax ACY TTI1

TouHas n akTyanbHas nHpopmaums ans
BbisiBNIeHUs ya3sumocTen B ceTax ACY Tr1

Bce nccneposaHung,
CBS3aHHblIe C aHAINTUKOMN
yrpo3 pna ACY TIN,
NPOBOAATCSH KOMaHA0oMN
Kaspersky ICS CERT

MNoppaspeneHue ocHoBaHo B 2016
rony

MepBag komanpa CERT
cospgaBsanachb

ANS 06cny>XuBaHUS KOMMeEpPYeCKOoMn
opraHusauumn

Mopsiaka 20
BbICOKOKBanu$pnumpoBaHHbIX
aKkcnepToB no yrposam ans ACY
TI1, noncky ys3BumMocTen B TaKnx
cucTemax, pearmpoBaHUIO Ha
WHUMOEHTbI N aHannm3y
3alMLLEHHOCTH
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Bo3amo)xHoOCTNM, AOCTYnNHbIE NoANMNCHUKaAM CepBMCa

WNccnepoBaHue ysassumocTen

OTueTbl 06 aHanNn3e ys3BMMOCTE CaMbiX
NnonynsipHbIX NPOAYKTOB, ucnonbdyembix B ACY TI1,
WHTEpPHeTa BeLLe N UHPPACTPYKTYP B pasHbIX
oTpacnsix NPOMbILUNEHHOCTH

OTyeTbl 06 APT-aTakax

OTueTbl 0 HoBbix APT-aTakax n MacluTabHbIx
KaMnaHUsaX NPOTUB NPOMbILUNEHHbIX OpraHNn3auui n
OBHOB/EHHbIe AaHHble 06 aKTUBHbIX Yrpo3ax

JlaHpwadT yrpos

OTu4eTbl 0 BaXKHbIX N3MEHEeHUsX B naHawadTe yrpos
ang ACY TI, kpntunuecknx paktTopax, BIMSIOLLMX
Ha 6e30MacHOCTb N YI3BUMOCTb CUCTEM

Momollb akcnepToB

OkcnepTbl «JlabopaTopumn Kacnepckoro» gaioT
o60CcHOBaHHble NpakTUYeckne coBeTbl MO
BbIIBNIEHMIO U MUHMU3aun ya3sumocTen B IT-
UHpacTpyKType NpeanpuaTs
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Threat Intelligence Portal

Kaspe
'3? Threat IFr'r'ltelllgu.'am:»zz Portal c Help {1 Support

@ AFT Reporting~ = Financlal Reporting & ICS Reporting fo Threat Lookup ~ 2 & Cloud Sandbox & Digital Footprint % Data Feeds -

Worldwide © [Z7 Week | Last month | [EIE] WAV | MAV | ODS | IDS | KAS | VUL

TOP 10 Threats

DangerousOblect. Multl.Generlc
HackToolWin3zZ KMS52
HackToolWin3Z KM3AUTO.C

HackTool MSIL.HackkM5.a

L
2.
3.
4.
5.
6.
/.
B.
9.
10.

Threats dynamics

1 Dok

R Alexander Mazikin -~




Hopo>xHasa kapTa

Ob6beanHeHe TexXHOoIornm

- Threat Analysis Lab

PasBuTtue pelwueHunin

- HoBble NpoAYKTbI N pa3BUTUNE TEKYLLUX

YHundukauuns

- DBonOUNSA 3KOCUCTEMbI, egUNHas CTpOKa rnoucka

3awumTa 6peHpa

- Ycunenue nosnumi Digital Risk Management
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TexHonornyeckune napTHepbl

@Radar® UMcAfee Arsishtyt RSA  splunk> [ BDFLAB&

CYBER INCIDENTS UNDER CO
ALIEN VAUL

FiiRTINET .elastic nResilient ‘p‘phontom” ::LogRhythm

an IBM Company

THREAT() fR™ *32%: THREATCONECT  ANOMALI 0 eclecticiq

‘ %‘2 Arctic Security Mlgj

Threat Sharing

loalt .
. Fotworks. T McAfee SUR!(ATA cisco

FirePower




Crparernyeckme napTHepbl

KaHanoB NpoAax u
napTHepoB —
CUCTEMHbIX
NHTErpaTopoB

TEeXHONIOrM4YeCcKmnx
napTHEPOB

MSSP-napTHepoB
B EBpone, Ha
NG EY
BocTtoke ns
Asmnartcko-
TuxookeaHCKOM
pernoHe

NPOMBbILLNIEHHbIX,
rocypapCTBEHHbIX,
HaLUWOHarbHbIX
rpynn CERT m
CSIRT n
npaBoOXpaHnN-
TeJIbHbIX CTPYKTYP
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Hoka3aHHaa a¢pPekTuBHocTb Kaspersky Threat Intelligence

INTERPOL

«JlabopaTopus Kacnepckoro» nomoraeT MiHTepnony
adpPekTUBHEE BOpPOTHCH C KN6EPNPECTYNHOCTLIO

]
G R I- A1 GLOBAL RESEARCH
& ANALYSIS TEAM
Cepsuchbl Kaspersky Threat Intelligence pa6oTtatoT npu
nopaepiKe KOMaHAbl 3KcnepToB MupoBoro ypoBHs — Kaspersky

GREAT. Ha nx cuety MHOXX€CTBO yCheLUHbIX paccnenoBaHuii no
paHHemy obHapy>xeHuio APT- yrpo3

MOST TESTED
MOST AWARDED
KASPERSKY PROTECTION

*kaspersky.comftop3

KauecTBO Haluei aHanUTUKN NoAKPENnNaioT TEXHOMOMMN 3aLLMThl,
npoLueaLne MHOXXECTBO UCTbITaHWIA N YAOCTOEHHbIE MHOXKECTBA
Harpapg,

Gartner
ol peerinsignts.

«JlabopaTtopua Kacnepckoro» nmeeT cambliii BbICOKWIA PENTUHT 1

HanbornbLlee Yncno peKOMeHﬂauMﬁ cpenu NnoCTaBLWMKOB NpPoayKTOB
n CepBnUCoOB AJid aHaJINTUKN yrpos

MITRE | ATT&CK

«JlabopaTopusa Kacnepckoro» npepgocTaesuna nHopmaumio o
CozyDuke n Carbanak pns rectos MITRE B payae 2 u 3. 31o nomorno
ynyuwmnTtb 6a3y 3HaHuii MITRE ATT&CK

FORRESTER’

«J1labopaTopusa Kacnepckoro» npusHaHa nnaepom no pesynbratam
uccneposaHng Forrester New Wave: External Threat Intelligence
Services (BHewHune ycnyrmn no aHanusy yrpos), 2021r.



Jlnpep pbiHka Threat Intelligence

Intel 471 -

Group-iB ]

IntSights (-

Recorded Future 4

Q r ZeroFQOX

Y U Flashpoint
* Digital Shadows
Riskia) (- )

-1 IBM

FORRESTER’

The Forrester Wave™: External Threat
Intelligence Services Q1, 2021.

«JlabopaTopus
Kacnepckoro»
npu3HaHa NMaepom B
obnacTu cepBNCOB
ornepaTuBHOro
NHPOPMUPOBAHNS O
Knéepyrposax.

S10)



MHeHune

EE The biggest intelligence bodies in
the cyberworld are private entities
- FireEye and Kaspersky have more
information than any state
intelligence bodly.

Dr. Mohamed al-Kuwaiti, Head of Cyber Security, UAE Government
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