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Mcnonb3zosaHue MITRE ATT&CK B paboTe LIeHTPOB MOHUTOPMHIA
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OT TeXHUK K UICTOUYHMKaM cOObITUIA

r "
DeTT&CT

DLL Side-Loading - &

Detect Tactics, Techniques & Combat Threats
low (11) ID: T1574.002 Latest version: 1.4.3

i 4 To get started with DeTT&CT, check out one of these resources:
y side-loading DLLs. Similar to DLL S er Hijacking, side- Sub-technique of: T15
= This page on the Wiki.

t rather than just planting the DLL within the search order of a @ Tactics: Persistence, Privilege Escalation, Our talk at hack.lu 2019 Information secu ntv

. . . . Defense Evasion . : 4 22
bked, adversaries may directly side-load their payloads by Blog: mbsecure.nifblog/2019/5{detact-mapping-your-biue-team-to-mitre-attack or
« Blog: siriussecurity.nl/blog/2019/6/8/mapping-your-blue-team-to-mitre-attack.

es their payload(s) D Platforms: Windows

+ The video from Justin Henderson on data source visibility and mapping.

i) Data Sources: File: File Creation, File: DeTT&CT aims to assist blue teams in using ATTACK to score and compare data log source quality, visibility |English/Russian) run by three information security
ed by the loader by positioning both the victim application and Modification, Module: Module Load, Proces coverage, detection coverage and threat actor behaviours. All of which can help, in ditferent ways, to get more | security problems? This is the place.

e ’ resilient against attacks targeting your organisation. The DsTT&CT framework consists of a Python tool, YAML
administration files, the DeTT&CT Editor and scoring tables for the different aspects

ikely use side-loading as a means of masking actions they Process Creation

ed system or software process. Benign executables used to ® Defense Bypassed: Antivirus, Application & ; Sunday, January 20, 2019
d/or execution. Adversary payloads may also be control ' ' Cucrembl n Cetn

1 B npeapiaylien 3ameTie pacckalbisan yTo 6asa AaHHbiX MITRE moseT GbiTk Mcnonbiosata 4na
nto the memory of the trusted process. T CAPEC ID: 1 0B60CHOBAHHA BBIGOPA Ie'fwwl MHBIX. lexunuecmiar(umpﬂneﬁ W 3TAMHOCTH HX BHEAPEHIMF. M
Ceiivac XOUETCH KOCHYTHCA TeMbl 3QHKPEKTHBHOCTH CeTeBbIX C3M B CPaBHEHMH ¢
Cpasy xouerca f, YTQ ABNAKCE CTOPOHHHKOM MHOMOYPOBHEBOr0
NOAXOAA, HTO HE Pa3 OTmeuan,

Jupyter ATT&CK-Data-Sources (autosaved) & oo
File Edit View Insert Call Kernel Widgets Not Trusted ‘ Python3 O

B+ = @B 4 ¥ HAn B |C B Mekdown

busHec be3 onacHocTH

. . Buaxec 6eaonacHocTv unu 6esonacHocTe GusHeca? O Tom 1 0 Apyrom
ATT&CK® Data Sources, Components, and Relationships!! B O/IHOM HENPOCBETUTENLCKOM Briore OT elue HEMHOCTPaHHOT

areHTa... Mimelowmnii Moar na NDUMeHUT ero (6+)

" Orgamizsion Mo A ‘ [IABHAS  3AKOHOJATENCTBO »  MEPCOAMHBIE  PETYIATOPl »  WSMEPEHMEMG »  TEHJEHLIMM »

K Data Sur iz thaccoy MOYEMY XOCTOBBIE CPEACTBA ALMTBI HE TAK XOPOLLH,
= Data Sources, Containers, Cloud, and More: What's New in ATTACK va? KAK MX OnMCHBAH‘ CE EM CO"ﬂA OB :_)

> 2021 (18) apxurexypa () 6 comments
Goal & Scope

» 2020 (89) Boagpaluaiock k AasHo 3a6biTomy hopmary, kora 6norep He cornaceH ¢ Gnorepom
The present notebook is intended to provide basic examples on how can you get insights from current data sources metadata from ATTACK va. The

examples provided consider (subjtechniques for the enterprise matrix. v 2019 (113) 1 HaYMHaeT C HUM 3304HO CnopuTh (Npasurno Asyx Gnorepos ot Cepres Bopucosa).

» pnekabps (15) Bor u 5 cerogHs xo4y nocnoputs ¢ Cepreem ConaatoBbim, KOTOPbIA No3aeyepa



https://github.com/mitre-attack/attack-datasources
https://reply-to-all.blogspot.com/2019/01/blog-post.htm
https://lukatsky.blogspot.com/2019/01/blog-post_22.html
https://github.com/rabobank-cdc/DeTTECT
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https://attackevals.mitre-engenuity.org/enterprise/carbanak_fin7/detection-categories.html
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OFFTOPIC: MeTpuku xaHTOB

©® 9dPekTuBHOCTL (KOHBEpPCUS, %)
N PesynbTaTtuBHocTb (Bknag, %)
@ CpenHee Bpems Ha aHann3 AHaNUTUKOM (MUH)
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1



TADOOS: Defense Evasion; 8,70%
TakTukm n TexHonorum o6Hapy>xeHus

TADOOG: Credential Access; 6,57%

TADOO7: Discovery; 0,93%

TADDO4: Privilege Escalation;
5,11%

TADODOS: Lateral Movement;
14,54%

TAOOO3: Persistence; 10,42%

TADDODY: Collection; 0,80%

TADD11: Command and Control; 11,82%
TAOOO2: Execution; 10,36%

TADOD10: Exfiltration; 0,53%

TADO40: Impact; 4,85%

SB;

) TAOO043: Reconnaissance; 0,40%
20,45%

TAOODO1: Initial Access; 24,30% TADO42: Resource Development; 0,66%

NIDS;

13,48%




TakTukm n TexHonorum obHapy>xeHus

25,00%
20,00%
15,00%
10,00%
5,00%
psts TA0042: TA0004:
TA0043: i TAOO0O1: Initial TA0002: TA0003: SN
g Resource i R Privilege
Reconnaissance Access Execution Persistence X
Development Escalation
[ N:) 0,00% 0,00% 20,32% 0,13% 0,00% 0,00%
O NIDS 0,27% 0,00% 1,06% 0,07% 0,07% 0,00%

mEP 0,13% 0,66% 2,92% 10,16% 10,36% 5,11%

13

oy a0 TAO007:  TAOOOS: Lateral ~ TA000S: Lelvtes TA0010:
Defense Credential 4 ’ Command and 2 i TA0040: Impact
= Discovery Movement Collection Exfiltration
Evasion Access Control
0,00% 0,00% 0,00% 0,00% 0,00% 0,00% 0,00% 0,00%
0,00% 0,20% 0,20% 1,00% 0,00% 9,83% 0,53% 0,27%
8,70% 6,37% 0,73% 13,55% 0,80% 1,99% 0,00% 4,58%
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BoiBoabi

@ O6Hapy>xunBaiiTe 1 Ha KOHEYHOI TOUKE 1 Ha CETU %\
@ Co6biTns OC oueHb BaXHbI —

® Ho ecTtb macca apyrux oueHb BaXKHbIX COBbITUI

@ HauHuTe c MITRE ATT&CK

aTeropU AETEKTOPOB Wik HCTopMA XakTos

yNyuLLleHNs AeTeKTOPOB

|Kapp9n1'vlpaaua |>—>| Mnoresa |
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