




https://reply-to-all.blogspot.com/2018/12/mitre-att.html
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https://github.com/mitre-attack/attack-datasources
https://reply-to-all.blogspot.com/2019/01/blog-post.htm
https://lukatsky.blogspot.com/2019/01/blog-post_22.html
https://github.com/rabobank-cdc/DeTTECT


https://attackevals.mitre-engenuity.org/enterprise/carbanak_fin7/detection-categories.html








•

•

•

•





TA0043:
Reconnaissance

TA0042:
Resource

Development

TA0001: Initial
Access

TA0002:
Execution

TA0003:
Persistence

TA0004:
Privilege

Escalation

TA0005:
Defense
Evasion

TA0006:
Credential

Access

TA0007:
Discovery

TA0008: Lateral
Movement

TA0009:
Collection

TA0011:
Command and

Control

TA0010:
Exfiltration

TA0040: Impact

SB 0,00% 0,00% 20,32% 0,13% 0,00% 0,00% 0,00% 0,00% 0,00% 0,00% 0,00% 0,00% 0,00% 0,00%

NIDS 0,27% 0,00% 1,06% 0,07% 0,07% 0,00% 0,00% 0,20% 0,20% 1,00% 0,00% 9,83% 0,53% 0,27%

EP 0,13% 0,66% 2,92% 10,16% 10,36% 5,11% 8,70% 6,37% 0,73% 13,55% 0,80% 1,99% 0,00% 4,58%
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