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¢>> be3onacHocCcTb cerogHs

. JKCNEepPTHbIU
OnTumarnbHbIN P
ba3oBbin YPOBEHb ypOBEH®
EDR
ypOBeH = DEE Sandbox
WAF NTA
3awuTta nepumetpa/ 3awuTa SIEM TIP
MexceTeBble IKpaHbl KOHEYHbIX TOYEeK
(FW) (EPP) Security IRP
Awareness
SOAR
DAM
O6HapyxeHue u CkaHepbl BAS

npegoTBpalleHne YA3BUMOCTEN DAG
BTOpXXeHUn (IDS/IPS) (vMv) B
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¢S TexHornornyeckume TeHaeHUUU

Hype Cycle for Security Operations, 2020

Vulnerability Prioritization Technology

A)K I/l O TA>I< Deception Platforms

Breach and Attack Simulation SOAR

File Analysis
Managed Detection and Response

SOAR

. | ed Risk M
Managed Detection and Response fom iy anagement

loT Security Network Sandboxing

Digital Risk Protection Endpoint Protection Platforms

-4 Services (DRPS)
'% Extended Detection and Response B
i Vulnerability Assessment
[MTPOBEPKA HA INMPOYHOCTb 8 SIEM
(1) Endpoint Detection and Response
SI EM Operational Technology Security
Endpoint Detection and Response Network Detection and Response
As of June 2020
Im‘:’ova!ion ::;E:;:(: " Trough of . Slope of pF‘lateau of
rigger ! isillusionment nlightenment roductivity
[MTPUSHAHHbBIE TEXHOIOI NI “xpechion
time
Plateau will be reached:
Network Sandboxing O lessthan2years @ 2toS5years @ 5to10years A more than 10 years ® obsolete before plateau
Endpoint Protection Platforms Source: Gartner
ID: 467096
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¢> [lloTpedbHOCTL B cneuuanucrax

BECb MUP POCCUA

The global gap in the cybersecurity workforce varies by region, dominated BAKAHCUU
by a gap of more than 2 million in the Asia-Pacific region.
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EU"OP"-‘ ' R
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. North America - '
i iy . NMOKA3ATEJIb KOHKYPEHLU A
¥ _—— 17% D 2,0 |
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66% 5% o 2018- OAMH yerioBek 2020 .U,Ba YyeJioBeKa
APAC Europe 2019 Ha MecToO
Ha MeCTO
o daHHbIM omyema (ISC)2 CYBERSECURITY WORKFORCE STUDY, 2020 [lo OaHHbIM uccrniedosaHus HH
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¢ [nodanbHbIN pa3pbIB B Kagpax

B 2021 rogy 55% pykoBoautenen B mupe n 52% B Poccum
NIaHUPYIOT YBENUYMBATL pacxodbl Ha
Knbepbe3onacHOCTb.

310 npomnsongeT, HECMOTPS Ha TO YTO OOSbLUMHCTBO

pykoBoauTtenemn opraHnsauunm (64%) oxxmaoatoT CHUXKEHUS
BbIPYYKM.

[1o 0aHHBIM uccriedosaHus PWC
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¢>> BapuaHTbl pelueHuUs

KPYTHbIV BA3HEC CPEOHUN BU3HEC MANbIN BU3HEC

Ncnonb3oBaTtb
MSS

Ncnonb3oBaTtb
MSS
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> Mopenb MSS

BECb MUP

20 net

250+ MSSP

25+ cepBuUcoOB

MANAGED SECURITY SERVICES MARKET, BY REGION {USD BILLION\

2019

2020-¢ 2021 2022 2023 2024

®m North America ® Europe » APAC mMEA

NMporHo3 pocra

C 31,6 mnpg gonnapos CLUA B 2020 rogy oo 46,4 mnpg gonnapos CLUA K
2025 rogy npu coBokyrnHom rogosom Temrne pocta (CAGR) 8,0% B TeueHune

Source: MarketsandMarkets Analysis

NPOrHo3npyemMoro nepuoaa

Latin America

2025-p

POCCUA

9 net 15+ MSSP

13+ cepBucosB

WAF

antiDDoS

MDR

Security Awareness
UTM

Vulnerability Management
Sandbox

DLP

Email Protection
Treat Intelligence
IRP

CaepxuBarowme haktopbl pocTa

ckencuc, 60s13Hb NnoTepATb KOHTPOJIb, CJTOXKHOCTb obocHoBaHuS

NCroJib30BaHNA CEPBUCOB.

NMporHo3bl

Poct notpebnenuna MSS ycnyr
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() CtaTucrtuka

KnneHTbl NpUHUMaKT y4acTme TOSIbKO 12 MUH.

B Clly4ae noarBepXaeHHoro cpenHee Bpems
NHUMOEeHTa peakunm
CepBuchbl NoBbILLAT 3PPEKTUBHOCTb 47 MNH. cpeHee
knaccu4yeckux C3W 3a cyeT BbiABNEHUS Bpems

Y3KUX MECT paccnegoBaHus

99,83 %
OOCTYMNHOCTL CEPBUCOB B
pexmnme 365X24 X7

Kaxxpoe 20 BnoxeHne noteHUnanbHo HeceT
HeraTuBHOE BO3OeNCTBUE
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G 3aknroyeHue

Mogoenb Vb-wepuHra [MoTpebneHne ycnyr —
HOBas peasibHOCTb 9TO HOpMarsibHO

He 6onTecb oTaaBaTh AaHHbIE — YnpouwianTte CTpyKTypbl
rmbpuaHbI doopmMat Haecerga ¢ ynpasreHus

HamMmu 6e3onacHoOCTbIo

[Tonb3ynTecb BO3MOXHOCTbIO

[Tony4yanTe goCcTyn K NnepeaoBbiM y
OOMOSTHATL CBOW NepcoHarn

TEXHOJTIOMNNAM
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ANGARA

professional assistance

Cnacunbo
3a BHUMaHue

BacunbeBa OkcaHa

WWww.angarapro.ru
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https://www.facebook.com/AngaraAssistance/
https://www.facebook.com/AngaraAssistance/
https://www.instagram.com/angara_assistance/
https://www.instagram.com/angara_assistance/
https://www.angarapro.ru/

